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R evision H istory
The fo llow ing tab le provides the revis ion h is to ry o f th is docum ent.

Revision Change Desc r ip tion

Rev is ion 0 1 In itia l release.

Tab le 1 : Rev ision H istory
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Chap te r 1
Re lease O ve rv iew

The AO S-W 6 .4 .4 .1 9 release no tes inc ludes the fo llow ing top ics :

n N ew Features on page 1 0 descr ibes the features and enhancem ents in troduced in th is re lease.

n Regu lato ry Updates on page 1 2 lis ts the regu lato ry updates in troduced in th is re lease.

n Reso lved Issues on page 1 3 descr ibes the issues reso lved in th is re lease.

n Know n Issues on page 1 9 descr ibes the know n and outstand ing issues identif ied in th is re lease.

n Upgrade Procedure on page 3 6 descr ibes the procedures fo r upgrad ing a sw itch to th is re lease.

Im portant Points to R em em ber
Th is section descr ibes the im portan t po in ts to rem em ber befo re you upgrade the sw itch to th is re lease o f AO S-W .

A irGroup

Support for W ired U se rs
Starting from AO S-W 6 .4 .3 .0 , A irG roup does no t support trusted w ired users .

AP Se tt ings T rigge ring a Rad io Restart
I f you m od ify the conf iguration o f an A P , those changes take effect im m ed iate ly; you do no t need to reboo t the sw itch
o r the A P fo r the changes to affect the curren t runn ing conf iguration . C erta in com m ands , how ever , au tom atica lly
fo rce the A P rad io to restart.
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Profile Se ttin gs

8 0 2 .1 1 a/8 0 2 .1 1 g
Rad io P ro file

n Channel
n Enab le Channel Sw itch Announcem ent (CSA)
n CSA Count
n H igh throughput enab le (rad io )
n Very h igh throughput enab le (rad io )
n TurboQ AM enab le
n M ax im um distance (outdoor m esh setting)
n Transm it EIRP
n Advertise 8 0 2 .1 1 h Capab ilities
n B eacon Period /B eacon Regu late
n Advertise 8 0 2 .1 1 d Capab ilities

V irtual AP Pro file n V irtual AP enab le
n Fo rw ard M ode
n Rem ote-AP operation

SSID Pro file n ESSID
n Encryp tion
n Enab le M anagem ent F ram e Pro tection
n Requ ire M anagem ent F ram e Pro tection
n M ultip le Tx Rep lay Counters
n Strict Spectralink Vo ice P ro toco l (SVP )
n W ireless M u ltim ed ia (W M M ) settings

l W ireless M u ltim ed ia (W M M )
l W ireless M u ltim ed ia U -APSD (W M M -UAPSD ) Pow ersav e
l WMM TSPEC M in Inactiv ity In terv al
l O verride D SCP m app ings fo r W M M clien ts
l DSCP m app ing fo r W M M vo ice AC
l DSCP m app ing fo r W M M v ideo AC
l DSCP m app ing fo r W M M best-effo rt AC
l DSCP m app ing fo r W M M background AC

Tab le 2 : Profile Settin gs in AO S-W 6.4 .x



Profile Se ttin gs

H igh -throughput
SSID Pro file

n H igh throughput enab le (SS ID )
n 4 0 M Hz channel usage
n Very H igh throughput enab le (SS ID )
n 8 0 M Hz channel usage (VH T)

8 0 2 .1 1 r P ro file n Advertise 8 0 2 .1 1 r Capab ility
n 8 0 2 .1 1 r M ob ility D om ain ID
n 8 0 2 .1 1 r R1 Key D uration
n key -assignm ent (CL I on ly )

H o tspo t 2 .0
P ro file

n Advertise Ho tspo t 2 .0 Capab ility
n RAD IU S Chargeab le U ser Identity (RFC4 3 7 2 )
n RAD IU S Location D ata (RFC5 5 8 0 )

Tab le 2 : Profile Settin gs in AO S-W 6.4 .x

Supported B row se rs
The fo llow ing brow sers are o ff ic ia lly supported fo r use w ith the W eb User In terface (W ebU I) in th is re lease:

n M icroso ft In ternet Exp lo rer 1 0 .x and 1 1 on W indow s 7 and W indow s 8

n Moz illa F irefox 2 3 or later on W indow s V is ta , W indow s 7 , W indow s 8 , and M ac O S

n A pp le Safar i 5 .1 .7 o r later on M ac O S

Contacting Support
Tab le 3 : Con tac t In form ation

Con tac t C en te r On lin e

M ain Site h ttp :/ /en terprise.a lcatel- lucent.com

Support S ite h ttps:/ / support.esd .a lcatel- lucent.com

Em ail ebg_g lobal_supportcen ter@ al-en terprise.com

Se rv ice & Support C on tac t C en te r T e lephone

AOS-W 6 .4 .4 .1 9 | R elease N otes Release Overv iew | 8
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Con tac t C en te r On lin e

North Am erica 1 -8 0 0 -9 9 5 -2 6 9 6

Latin Am erica 1 -8 7 7 -9 1 9 -9 5 2 6

EM EA + 8 0 0 0 0 2 0 0 1 0 0 (To ll F ree) o r + 1 (6 5 0 )3 8 5 -2 1 9 3

Asia Pacific + 6 5 6 2 4 0 8 4 8 4

W orldw ide 1 -8 1 8 -8 7 8 -4 5 0 7
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Chap te r 2
N ew Feature s

The fo llow ing enhancem ents are in troduced in AO S-W 6 .4 .4 .1 9 .

AP -W ire le ss

Mute A P Rad io
Starting from th is re lease, the r f d ot1 1 a -rad io -p rofile and r f d ot1 1 g-rad io -p rofile com m ands inc lude the am -tx -
m u te param eter . Enab le the am -tx -m u te param eter to prevent an A P that operates in the AM or spectrum m ode
from creating spur ious transm iss ions dur ing A P boo t. B y defau lt , the am -tx -m u te is d isab led .

Enab le the am -tx -m u te param eter in the r f dot1 1 a -radio -profi le or r f dot1 1 g-radio -profi le comm and on ly fo r APs that
operate in the AM or spectrum m ode.

To enab le the am -tx -m ute param eter :
(host) (config) #rf dot11a-radio-profile default

(host) (config) (rf dot11a-radio-profile "default")#am-tx-mute

Rem ote AP

Enhancem ents in U SB In it ia liza tion of 4G /LT E M odem
AO S-W allow s you to conf igure tw o A P N am e (A PN ) dur ing USB in it ia lization o f the 4G /LTE m odem . While the f irs t
A PN in it ia tes the connection to obta in an IP address , the second A PN sends and receives data . U se sem ico lon (;) as a
delim iter to create tw o separate str ings fo r the A PN conf igurations in the fo llow ing com m ands under the A P
provis ion ing pro f ile :
(host) (config) #ap provisioning-profile <profile-name>

(host) (Provisioning profile "<profile-name>") #usb-init <APN1-string>; <APN2-string>

Exam p le

The fo llow ing sam ple conf iguration inc ludes the str ing va lues fo r tw o A PN conf igurations :
(host) (config) #ap provisioning-profile default

(host) (Provisioning profile "default") #usb-init "AT+CGDCONT=1,\"IP\",\"APN1\";1,1,\"APN2\""
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You m ust obtain the APN from your ISP and ensure that each APN entry fo llow s the m anufacturer's AT comm and reference.

F irew a ll V is ib ility

FW _AGG Sessions M essage Enhancem ent
A new fie ld , c lien t m ac ad d re ss , is added to the FW _AGG sess ions m essage tab le to estab lish a relationsh ip betw een
the station M AC address and the app lication deta ils .

GRE

A llow Unknow n Un icast P acke ts
Starting from AO S-W 6 .4 .4 .1 9 , the b cm c -op tim ization a llow -unknown -un icast param eter is in troduced in the
in te r face vlan com m and . W hen the b cm c -op tim ization a llow -unknown -un icast param eter is enab led , a sw itch
f loods unknow n un icast packets .

The bcm c -opt im izat ion a llow -unknow n -un icast param eter is op tional and can be enab led on ly if the bcm c -opt im izat ion
param eter is enab led .

If bo th bcm c -opt im izat ion and bcm c -opt im izat ion a llow -unknow n -un icast param eters are d isab led , the sw itch does no t
flood any broadcast, m u lticast, o r unknow n un icast packet.

If on ly the bcm c -opt im izat ion param eter is enab led , the sw itch drops all b roadcast, m u lticast, and unknow n un icast packets.

If bo th bcm c -opt im izat ion and bcm c -opt im izat ion a llow -unknow n -un icast param eters are enab led , the sw itch drops on ly
broadcast and m ulticast packets and floods the unknow n un icast packets.

Use the fo llow ing com m and to allow unknow n un icast:
(host) (config-subif) #bcmc-optimization allow-unknown-unicast

Use the fo llow ing com m and to d isa llow unknow n un icast:
(host) (config-subif) #no bcmc-optimization allow-unknown-unicast
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Chap te r 3
Regu la tory U pdate s

Per iod ic regu lato ry changes requ ire m od if ications to the regu lato ry channel lis t supported by an A P . To view a
com plete lis t o f channels supported by an A P fo r a spec if ic country dom ain , access the C L I and execute the show ap
a llow ed -channe ls coun try-cod e < coun try-cod e> ap -typ e < ap -m od e l> com m and .

Fo r a com plete lis t o f countr ies certif ied w ith d if feren t A P m odels , refer to the respective DRT release no tes at
service .esd .a lcate l-lucent.com .

The fo llow ing defau lt Dow n loadab le Regu lato ry Tab le (DRT) f ile vers ion is part o f AO S-W 6 .4 .4 .1 9 :

n DRT-1 .0 _6 6 3 5 1
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Chap te r 4
Resolved Issues

Th is chapter descr ibes the issues reso lved in AO S-W 6 .4 .4 .1 9 .

Bug ID Desc r ip tion C om ponen t Pla tform Rep orted
Ve rsion

Resolved
in Ve rsion

1 5 4 0 9 6 Sym ptom : The channel o f a v irtual AP w as
inconsisten t after a radar ev ent w as detected .
Enhancem ents to the w ireless driv er reso lv ed th is
issue.
Scenar io : Th is issue occurred w hen a bridge-
alw ay s v irtual AP w h ich had d isconnected from a
sw itch detected a radar ev ent on the channel and
selected a new channel. Th is issue w as observ ed in
O AW -AP3 2 5 access po in ts runn ing AO S-W 6 .4 .4 .0
o r later v ersions.

AP Regu lato ry O AW -AP3 2 5
access po in ts

AO S-W
6 .5 .2 .0

AO S-W
6 .4 .4 .1 9

1 5 6 7 3 2
1 7 2 8 1 2

Sym ptom : SAPD tim eout erro r m essages w ere
observ ed fo r an AP in the sw itch logs. The fix
ensures that the tim eout m essages are no t logged
in a sw itch .
Scenar io : Th is issue occurred w hen the backup
LM S w as no t configured on the AP sy stem pro file .
Th is issue is no t lim ited to any specific AP m odel o r
AO S-W release v ersion .

AP -P latfo rm All p latfo rm s AO S-W
6 .4 .4 .1 2

AO S-W
6 .4 .4 .1 9

1 6 0 3 0 8
1 6 1 4 3 4

Sym ptom : A sw itch crashed and reboo ted
unexpected ly . The log file listed the reason fo r the
ev ent as Nanny rebooted m ach in e - low on free
m em ory (In ten t :cau se :registe r 3 4 :8 6 :0 ). The fix
ensures that the sw itch w orks as expected .
Scenar io : Th is issue occurred w hen a sw itch w as
runn ing low on m em ory . Th is issue w as observ ed
in sw itches runn ing AO S-W 6 .4 .4 .1 2 o r later
v ersions.

Sw itch -
D atapath

All p latfo rm s AO S-W
6 .4 .4 .1 2

AO S-W
6 .4 .4 .1 9

Tab le 4 : Resolv ed Issu es in AO S-W 6.4 .4 .19
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Bug ID Desc r ip tion C om ponen t Pla tform Rep orted
Ve rsion

Resolved
in Ve rsion

1 6 5 5 3 5 Sym ptom : A clien t w as unab le to connect to an AP .
Enhancem ents to the w ireless driv er reso lv ed th is
issue.
Scenar io : Th is issue w as observ ed in APs runn ing
AO S-W 6 .4 .4 .0 o r later v ersions w ith
W PA TK IP  security .

AP -W ireless All p latfo rm s AO S-W
6 .4 .4 .0

AO S-W
6 .4 .4 .1 9

1 6 5 7 8 8 Sym ptom : A user w as unab le to rem ove stale
entries from a standby sw itch . The fix allow s the
user to delete stale entries from the standby sw itch .
Scenar io : Th is issue w as observ ed in a standby
sw itch runn ing AO S-W 6 .4 .4 .1 2 o r later v ersions in
a m aster-standby topo logy .

Station
M anagem ent

All p latfo rm s AO S-W
6 .4 .4 .1 2

AO S-W
6 .4 .4 .1 9

1 6 9 1 3 1
1 7 0 4 7 3
1 7 1 2 9 9
1 7 1 8 2 3
1 7 5 7 4 7
1 7 7 8 0 6

Sym ptom : AppRF failed to b lock traffic . The fix
ensures that AppRF b locks the desired traffic .
Scenar io : Th is issue occurred w hen DP I and
W ebCC w ere enab led in a sw itch . Th is issue w as
observ ed in O AW -4 x5 0 Series sw itches runn ing
AO S-W 6 .4 .4 .1 5 .

Sw itch -
D atapath

O AW -4 x5 0
Series
sw itches

AO S-W
6 .4 .4 .1 5

AO S-W
6 .4 .4 .1 9

1 7 0 2 4 9
1 7 2 0 6 6
1 7 5 8 3 0
1 7 5 9 3 1
1 7 6 6 8 8
1 7 9 0 0 4
1 8 1 9 9 0
1 8 2 7 5 2

Sym ptom : A clien t w as unab le to connect to an AP .
Enhancem ents to the w ireless driv er reso lv ed th is
issue.
Scenar io : Th is issue occurred w hen the
CPU  u tilization o f an AP  reached 1 0 0% . Th is issue
w as observ ed in O AW -AP1 0 0 Series access po in ts
runn ing AO S-W 6 .4 .4 .1 4 o r later v ersions.

AP -W ireless O AW -AP1 0 0
Series access
po in ts

AO S-W
6 .4 .4 .1 4

AO S-W
6 .4 .4 .1 9

Tab le 4 : Resolv ed Issu es in AO S-W 6.4 .4 .19



Bug ID Desc r ip tion C om ponen t Pla tform Rep orted
Ve rsion

Resolved
in Ve rsion

1 7 1 2 3 0 Sym ptom : A clien t experienced in term itten t packet
lo ss. Th is issue is reso lv ed by lim iting the num ber
o f retries attem pted w hen a clien t is unresponsiv e.
Scenar io : Th is issue occurred w hen a clien t d id no t
send a deauthentication or d isassociation request
to an AP and becam e unresponsiv e. The AP
attem pted to comm unicate w ith the unresponsiv e
clien ts and created an RTS and BAR sto rm in the
netw ork . H ence, o ther clien ts in the netw ork
experienced in term itten t packet lo ss. Th is issue w as
observ ed in O AW -AP2 0 5 , O AW -AP2 1 5 , and O AW -
AP2 2 5 access po in ts runn ing AO S-W 6 .4 .4 .1 6 o r
later v ersions.

AP -W ireless O AW -AP2 0 5 ,
O AW -AP2 1 5 ,
and O AW -
AP2 2 5 access
po in ts

AO S-W
6 .4 .4 .1 6

AO S-W
6 .4 .4 .1 9

1 7 2 8 0 1
1 7 5 4 4 4
1 7 6 2 2 9

Sym ptom : An AP crashed and reboo ted
unexpected ly . The log file listed the reason fo r the
ev ent as Kerne l pan ic : Fa ta l ex cept ion .
Enhancem ents to the w ireless driv er reso lv ed th is
issue.
Scenar io : Th is issue w as observ ed in O AW -AP2 2 5
access po in ts runn ing AO S-W 6 .4 .4 .1 6 o r later
v ersions.

AP -W ireless O AW -AP2 2 5
access po in ts

AO S-W
6 .4 .4 .1 6

AO S-W
6 .4 .4 .1 9

1 7 3 8 6 8 Sym ptom : A d ifferen t user w ith the sam e static IP
address fa iled to send or receiv e traffic w hen
connected to an SSID . Th is issue is reso lv ed by
resetting the user in fo rm ation associated w ith the
IP address and inheriting it from the clien t w ith the
new M AC address.
Scenar io : Th is issue occurred w hen the proh ibit -
ip-spoofin g param eter w as d isab led in the firew all
settings. Th is issue w as observ ed in sw itches
runn ing AO S-W 6 .4 .4 .0 o r later v ersions.

B ase
O S Security

A ll p latfo rm s AO S-W
6 .5 .3 .3

AO S-W
6 .4 .4 .1 9

1 7 4 9 4 3 Sym ptom : The Tx rate v alue w as d isp lay ed
inco rrectly in the show ap debug radiostat s
comm and output. Enhancem ents to the w ireless
driv er reso lv ed th is issue.
Scenar io : Th is issue w as observ ed in O AW -AP3 2 0
Series access po in ts runn ing AO S-W 6 .4 .4 .0 o r later
v ersions.

AP -W ireless O AW -AP3 2 0
Series access
po in ts

AO S-W
6 .5 .3 .4

AO S-W
6 .4 .4 .1 9

Tab le 4 : Resolv ed Issu es in AO S-W 6.4 .4 .19
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Bug ID Desc r ip tion C om ponen t Pla tform Rep orted
Ve rsion

Resolved
in Ve rsion

1 7 5 3 8 7 Sym ptom : APs b locked ARP requests w h ich had
the sam e IP address as that o f lo cal DHCP serv er o f
AP . The fix ensures the fo llow ing:
n AP datapath does no t b lock the ARP request

from the AP w ith the DHCP VLAN address.
n If there is a w ired or w ireless clien t connected to

AP and has the sam e IP address, the ARP rep ly is
dropped by ARP as an ARP spoo f. B u t, if th is IP
address does no t belong to a clien t that is
connected to AP , the ARP rep ly is fo rw arded .

Scenar io : Th is issue occurred w hen a route-cache
entry w as added w ith the AP local DHCP address
and VLAN . B ut, w hen an ARP request w h ich w as
w ith the sam e IP address as that o f the AP 's DHCP
serv er w as receiv ed by the AP , the AP datapath
dropped the ARP request due to a m ism atch in
VLAN in fo rm ation . Th is issue w as observ ed in APs
runn ing AO S-W 6 .4 .4 .0 o r later v ersions.

AP  D atapath All p latfo rm s AO S-W
6 .5 .4 .4

AO S-W
6 .4 .4 .1 9

1 7 5 6 6 9 Sym ptom : The show ap ac t iv e comm and d id no t
show any flag fo r an AP that w as operating in
restricted m ode because o f PO E-AF . Th is issue is
reso lv ed by show ing the p flag in the show ap
ac t iv e comm and fo r an AP that operates in
restricted m ode.
Scenar io : Th is issue w as observ ed in access po in ts
runn ing AO S-W 6 .5 .1 .9 .

AP -P latfo rm All p latfo rm s AO S-W
6 .5 .1 .9

AO S-W
6 .4 .4 .1 9

1 7 6 4 3 0 Sym ptom : Som e APs sent ARP requests fo r a
gatew ay w ith an inco rrect IP address. The fix
ensures that the APs send correct IP addresses fo r
ARP request.
Scenar io : The issue occurred in the fo llow ing
scenario s:
n W hen APs d isconnected from the sw itch .
n W hen the DHCP serv er w as unreachab le.
n W hen the gatew ay w as unreachab le.
Th is issue w as observ ed in APs runn ing AO S-W
6 .4 .4 .1 6 o r later v ersions.

AP  D atapath All p latfo rm s AO S-W
6 .4 .4 .1 6

AO S-W
6 .4 .4 .1 9

Tab le 4 : Resolv ed Issu es in AO S-W 6.4 .4 .19



Bug ID Desc r ip tion C om ponen t Pla tform Rep orted
Ve rsion

Resolved
in Ve rsion

1 7 6 6 0 7 Sym ptom : A clien t that w as connected to an AP
failed to obtain an IP address. The fix ensures that
the clien t ob tains an IP address.
Scenar io : Th is issue occurred due to a m em ory
leak in the APs w ith onboard or U SB -based B LE
rad ios. Th is issue w as observ ed in O AW -AP2 1 0
Series, O AW -AP2 2 0 Series, and O AW -AP3 2 0 Series
access po in ts runn ing AO S-W 6 .4 .4 .0 o r later
v ersions.

B LE O AW -AP2 1 0
Series, O AW -
AP2 2 0 Series,
and O AW -
AP3 2 0 Series
access po in ts

AO S-W
6 .5 .1 .9

AO S-W
6 .4 .4 .1 9

1 7 6 9 0 2 Sym ptom : A sw itch dropped ARP response from a
w ired silen t c lien t beh ind an untrusted port. The fix
ensures that the sw itch does no t drop ARP
response from silen t c lien ts beh ind untrusted ports.
Scenar io : Th is issue occurred w hen pro tect ARP
spoo fing w as enab led and the w ired clien t w as
connected beh ind untrusted port. D ue to th is , a
sw itch deleted the datapath user entries o f the
clien t and the clien t becam e unreachab le. Th is issue
w as observ ed in sw itches runn ing AO S-W 6 .4 .4 .1 6 .

Sw itch -
D atabase

All p latfo rm s AO S-W
6 .4 .4 .1 6

AO S-W
6 .4 .4 .1 9

1 7 8 0 1 6 Sym ptom : An AP  detected false radar signals and
changed its rad io channel frequently .
Enhancem ents to the w ireless driv er reso lv ed th is
issue.
Scenar io : Th is issue occurred w hen the false radar
ty pe id w as 3 6 . Th is issue w as observ ed in O AW -
AP1 0 5 access po in ts runn ing AO S-W 6 .4 .4 .0 o r later
v ersions.

AP -W ireless O AW -AP1 0 5
access po in ts

AO S-W
6 .5 .3 .4

AO S-W
6 .4 .4 .1 9

Tab le 4 : Resolv ed Issu es in AO S-W 6.4 .4 .19
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Bug ID Desc r ip tion C om ponen t Pla tform Rep orted
Ve rsion

Resolved
in Ve rsion

1 7 8 1 1 9 Sym ptom : A clien t w as unab le to connect to the
AP . The fix ensures that the clien t w as ab le to
connect to the AP .
Scenar io : Th is issue occurred w hen the AP stopped
broadcasting the configured SSID . Th is issue w as
observ ed in O AW -AP2 2 5 and O AW -AP3 2 5 access
po in ts runn ing AO S-W 6 .4 .4 .0 o r later v ersions.

AP -P latfo rm O AW -AP2 2 5
and O AW -
AP3 2 5 access
po in ts

AO S-W
6 .4 .4 .1 2

AO S-W
6 .4 .4 .1 9

1 7 8 3 2 4 Sym ptom : The 5 GH z channel o f an outdoor AP
sw itched to channel 4 6 w h ich w as excluded in the
regu lato ry -dom ain -pro file . Th is issue is reso lv ed by
send ing on ly the outdoor channel EIRP list fo r an
outdoor AP .
Scenar io : Th is issue occurred w hen an outdoor AP
random ly p icked up a channel designated fo r use
by an indoor AP from the exhaustiv e EIRP list. Th is
issue w as observ ed in outdoor APs runn ing AO S-W
6 .4 .4 .0 o r later v ersions.

AP -P latfo rm All p latfo rm s AO S-W
6 .4 .4 .0

AO S-W
6 .4 .4 .1 9

1 8 0 2 1 4 Sym ptom : The status o f the AP is d isp lay ed as
DOW N in the W ebU I but d isp lay ed as U P w hen you
execute the comm and , show ap database lon g in
the CL I. The fix ensures that the status is d isp lay ed
co rrectly in the W ebU I and CL I.
Scenar io : Th is issue w as observ ed in sw itches
runn ing AO S-W 6 .5 .3 .6 .

AP -P latfo rm All p latfo rm s AO S-W
6 .5 .3 .6

AO S-W
6 .4 .4 .1 9

Tab le 4 : Resolv ed Issu es in AO S-W 6.4 .4 .19
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Chap te r 5
Know n Issues

Th is chapter descr ibes the know n issues and lim itations identif ied in AO S-W 6 .4 .4 .1 9 .

Lim ita t ions in AO S-W 6.4.4 .19
Fo llow ing are the lim itations observed in AO S-W 6 .4 .4 .1 9 :

AP LA CP Lim ita tion
A P  LA C P  is no t supported in O AW -A P3 2 4 and OAW -A P3 2 5 access po in ts , fo r bo th M esh and Rem ote m odes .

Known Issues in AO S-W 6.4.4 .19
Fo llow ing are the know n issues observed in AO S-W 6 .4 .4 .1 9 .
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Bug ID Desc r ip tion C om ponen t Pla tform Rep orted
Ve rsion

1 1 5 2 1 5
1 4 5 8 1 1

Sym ptom : The show ap spec t rum channe l-m et r ic s ap-n am e
comm and output alw ay s d isp lay s the W iF i u tility v alue as 0% .
Scenar io : Th is issue occurs w hen the AP operates on Spec t rum
M on itor m ode. Th is issue is observ ed in APs runn ing AO S-W 6 .4 .2 .5
o r later v ersions.
W orkaround: None.

Spectrum -
In frastructure

All p latfo rm s AO S-W
6 .4 .2 .5

1 2 3 4 5 8 Sym ptom : A Vo IP clien t receiv es an IP address from a w rong VLAN .
Scenar io : Th is issue occurs under the fo llow ing scenario s:
n W hen an AP fails to send LLD P -M ED packets after receiv ing LLD P

packets from the Vo IP phone.
n W hen a clien t that supports LLD P -M ED is connected to the

dow n link Ethernet port o f an AP .
Th is issue is observ ed in APs runn ing AO S-W 6 .4 .3 .3 .
W orkaround: None.

AP -P latfo rm All p latfo rm s AO S-W
6 .4 .3 .3

1 2 4 2 7 5
1 5 1 6 6 1

Sym ptom : All c lien ts continue to obtain IP addresses from the sam e
VLAN even though a RAD IU S serv er VSA specifies a VLAN poo l w ith
m ultip le VLANs.
Scenar io : Th is issue occurs w hen a RAD IU S serv er VSA ov errides the
v irtual AP VLANs w ith a d ifferen t VLAN poo l that is con figured w ith the
ev en assignm ent ty pe. Th is issue is observ ed in sw itches runn ing AO S-
W 6 .4 .2 .6 o r later v ersions.
W orkaround: Change the VLAN assignm ent ty pe from ev en to hash
using the fo llow ing CL I comm and :
(host) (config) #vlan-name <name> assignment hash

Station
M anagem ent

All p latfo rm s AO S-W
6 .4 .2 .6

1 2 4 7 6 7
1 2 4 8 4 1

Sym ptom : M edia traffic is no t prio ritized and call details are no t
v is ib le fo r S IP calls on the UCC dashboard .
Scenar io : Th is issue occurs w hen large segm ented SIP signaling
m essages are broken in to m ultip le segm ents and deliv ered out o f
o rder. Th is issue is no t lim ited to any specific sw itch m odel o r AO S-W
release v ersion .
W orkaround: None.

U CC All p latfo rm s AO S-W
6 .4 .2 .4

Tab le 5 : Kn ow n Issu es in AO S-W 6.4 .4 .19



Bug ID Desc r ip tion C om ponen t Pla tform Rep orted
Ve rsion

1 2 7 7 5 6
1 6 6 1 7 2

Sym ptom : M ultip le APs crash and reboo t unexpected ly . The log file
lists the reason fo r th is ev ent as Ou t of m em ory .
Scenar io : Th is issue occurs due to m em ory leak in the APs runn ing
AO S-W 6 .4 .4 .9 o r later v ersions.
W orkaround: None.

AP -W ireless All p latfo rm s AO S-W
6 .4 .4 .9

1 2 8 2 0 9
1 1 5 2 6 0

Sym ptom : W hen an adm in istrato r tries to hard reboo t a sw itch , it
fa ils to reboo t w ith the erro r m essage, Not enough space on flash .
Scenar io : Th is issue occurs due to a database file co rruption . Th is
issue is observ ed in sw itches runn ing AO S-W 6 .4 .2 .3 o r later v ersions.
W orkaround: Contact Techn ical Support to rem ove the co rrupted
database file .

Sw itch -
P latfo rm s

All p latfo rm s AO S-W
6 .4 .2 .3

1 2 8 4 5 7 Sym ptom : The w lsxM eshNodeEn t ry C hanged trap generated by a
sw itch does no t hav e m esh link reset in fo rm ation .
Scenar io : Th is issue is observ ed in sw itches runn ing AO S-W 6 .4 .3 .1 o r
later v ersions.
W orkaround: None.

SNM P All p latfo rm s AO S-W
6 .4 .3 .1

1 3 0 9 3 1
1 8 0 5 7 9
1 8 0 5 8 1

Sym ptom : The Datapath and Au then t ica t ion processes runn ing on
a sw itch crash after the sw itch is upgraded .
Scenar io : Th is issue is observ ed in sw itches runn ing AO S-W 6 .4 .4 .1 6
o r later v ersions.
W orkaround: None.

Sw itch -
D atapath

All p latfo rm s AO S-W
6 .5 .0 .0

1 3 0 9 8 1 Sym ptom : A sw itch reboo ts unexpected ly . The log file fo r the ev ent
lists the reason as datapath t im eou t .
Scenar io : Th is issue occurs w hen the copy comm and has the \\
characters at the end o f the destination fo lder nam e. Fo r exam ple,
AO S-W m isin terprets the \\ characters in the copy flash : c rash .tar
ftp: 1 0 .1 .1 .1 .te st -u se r \ArubaO S\\ c rash .tar comm and . Th is issue
is observ ed in sw itches runn ing AO S-W 6 .4 .4 .0 o r later v ersions.
W orkaround: None.

Sw itch -
P latfo rm s

All p latfo rm s AO S-W
6 .4 .4 .0

1 3 1 8 5 7 Sym ptom : W hen the ToS v alue is set to 0 in the user ro le, the v alue
does no t take effect.
Scenar io : Th is issue is observ ed in sw itches runn ing AO S-W 6 .4 .3 .3 o r
later v ersions.
W orkaround: None.

Sw itch -
D atapath

All p latfo rm s AO S-W
6 .4 .3 .3

Tab le 5 : Kn ow n Issu es in AO S-W 6.4 .4 .19
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Bug ID Desc r ip tion C om ponen t Pla tform Rep orted
Ve rsion

1 3 1 7 7 7
1 3 8 0 0 8
1 4 1 6 8 6

Sym ptom : A branch sw itch does no t comm unicate w ith a m aster
sw itch .
Scenar io : Th is issue occurs under the fo llow ing scenario s:
n The NAT Ou tside option is enab led in the C on figu rat ion >

BRANCH > Sm art C on fig > Netw orkin g page o f the W ebU I.
n The IP address o f the m aster sw itch is d ifferen t from the pub lic IP

address.
Th is issue is observ ed in branch sw itches runn ing AO S-W 6 .4 .4 .0 .
W orkaround: None.

B ranch
Sw itch

All p latfo rm s AO S-W
6 .4 .4 .0

1 3 2 7 1 4 Sym ptom : W hen an adm in istrato r tries to add a static ARP entry , a
sw itch d isp lay s the C annot add stat ic ARP en t ry erro r m essage.
The log file lists the reason fo r the ev ent as Stat ic ARP: too m any
en t r ie s (ipM apArpStat ic En t ryAdd).
Scenar io : Th is issue occurs because the static ARP counter continues
to increm ent ev ery tim e there is a change in the link status. Th is issue
is observ ed in sw itches runn ing AO S-W 6 .4 .3 .4 o r later v ersions.
W orkaround: None.

Sw itch -
P latfo rm

All p latfo rm s AO S-W
6 .4 .3 .4

1 3 2 7 7 0 Sym ptom : In a centralized licensing sy stem , the fo llow ing license
exp iry m essage is d isp lay ed w ithout su ffic ien t in fo rm ation : Jan 7
0 8 :3 0 :0 0 :3 0 0 1 5 8 : <W ARN> |licen sem gr| Licen se s con t r ibu ted
by th e c l ien t w il l e xpire in 2 9 day s .
Scenar io : Th is issue occurs w hen a clien t sw itch that contribu tes
license goes dow n . Th is issue is no t lim ited to any specific sw itch
m odel o r AO S-W release v ersion .
W orkaround: None.

AP -P latfo rm All p latfo rm s AO S-W
6 .4 .2 .1 2

1 3 7 1 9 6
1 5 9 7 9 2

Sym ptom : A sw itch fails to respond and reboo ts unexpected ly . The
log file lists the reason fo r the ev ent as Reboot C au se : Datapath
t im eou t .
Scenar io : Th is issue occurs w hen V IA is used w ith SSL fallback . Th is
issue is no t lim ited to any specific sw itch m odel o r AO S-W release
v ersion .
W orkaround: None.

B ase
O S Security

A ll p latfo rm s AO S-W
6 .4 .0 .3

Tab le 5 : Kn ow n Issu es in AO S-W 6.4 .4 .19
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Ve rsion

1 3 8 4 3 8 Sym ptom : The C on figu rat ion > BRANCH > Sm art C on fig >
Netw orkin g page in the W ebU I does no t prov ide an option to set the
IP address o f the user VLAN to dh cp-c l ien t .
Scenar io : Th is issue is observ ed in sw itches runn ing AO S-W 6 .4 .4 .6 .
W orkaround: None.

W ebU I All p latfo rm s AO S-W
6 .4 .4 .6

1 3 8 7 7 6
1 4 6 7 0 1

Sym ptom : The AP Poe Pow er O pt im izat ion dropdow n under AP
C on figu rat ion > AP > Prov ision in g > de fau lt settings page canno t
be configured .
Scenar io : Th is issue is observ ed in sw itches runn ing AO S-W 6 .4 .4 .5 o r
later v ersions.
W orkaround: None.

W ebU I All p latfo rm s AO S-W
6 .4 .4 .5

1 4 0 0 4 9 Sym ptom : An AP takes longer than usual to boo t.
Scenar io : Th is issue occurs w hen CPsec is enab led on a sw itch . Th is
issue is observ ed in sw itches runn ing AO S-W 6 .4 .3 .3 -F IPS .
W orkaround: None.

IP sec All p latfo rm s AO S-W
6 .4 .3 .3 -
F IPS

1 4 0 7 2 1 Sym ptom : An AP reboo ts unexpected ly w ithout prov id ing any reboo t
in fo rm ation .
Scenar io : Th is issue is observ ed in O AW -AP1 0 3H access po in ts
runn ing AO S-W 6 .4 .4 .4 o r later v ersions.
W orkaround: None.

AP -P latfo rm O AW -
AP1 0 3H
access
po in ts

AO S-W
6 .4 .4 .4

1 4 0 8 0 5 Sym ptom : The C on figu rat ion > BRANCH > Sm art con fig > Rou t in g
> DHCP options page o f the W ebU I does no t prov ide an option to
configure m ultip le DHCP options fo r a DHCP poo l.
Scenar io : Th is issue is observ ed in sw itches runn ing AO S-W 6 .4 .3 .6 .
W orkaround: None.

W ebU I All p latfo rm s AO S-W
6 .4 .3 .6

Tab le 5 : Kn ow n Issu es in AO S-W 6.4 .4 .19
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Bug ID Desc r ip tion C om ponen t Pla tform Rep orted
Ve rsion

1 4 1 8 2 2
1 4 3 2 8 2

Sym ptom : The process hand ling authentication requests crash due to
a segm entation fau lt w h ile send ing RAD IU S-accounting packets.
Scenar io : Th is issue occurs w hen you m ake the fo llow ing changes to
a AAA pro file w h ich is used by a clien t associated to the W LAN :
n M odify the RAD IUS accoun t in g se rv e r -group assigned in the AAA

pro file to a d ifferen t serv er-group .
n Enab le m u lt iple -se rv e r -accoun t in g w hich is o rig inally d isab led in

the AAA pro file .
Th is issue is no t lim ited to any specific sw itch m odel o r AO S-W release
v ersion .
W orkaround: None.

RAD IU S All p latfo rm s AO S-W
6 .4 .2 .1 2

1 4 2 3 9 7 Sym ptom : IP v 4 sy slog m essages are in terpreted inco rrectly because
o f an inv alid tim estam p fo rm at.
Scenar io : The tim estam p in the sy slog m essage fo r IPv 4 address
includes the y ear at the end , w h ich is no t acco rd ing to the fo rm at
defined in RFC-3 1 6 4 . Th is issue is no t lim ited to any specific sw itch
m odel o r AO S-W release v ersion .
W orkaround: None.

Logg ing All p latfo rm s AO S-W
6 .4 .4 .6

1 4 2 6 7 8 Sym ptom : Add ing an NTP serv er to a sw itch causes the Rem ote APs
to reconnect w ithout no tification and canno t recov er m any Instan t AP
VPNs.
Scenar io : Th is issue occurs w hen the NTP serv er tries to co rrect the
tim e d ifference in the sw itch . Th is issue is no t lim ited to any specific
sw itch m odel o r AO S-W release v ersion .
W orkaround: Reboo t the sw itch after con figuring the NTP serv er.

IP sec All p latfo rm s AO S-W
6 .4 .2 .1 3

1 4 2 9 7 5 Sym ptom : An AP stops fo rw ard ing traffic un til it is reboo ted .
Scenar io : Th is issue occurs in one o f the fo llow ing scenario s:
n W hen v irtual APs in tunnel m ode and bridge m ode are configured

on the sam e AP .
n W hen a tunnel m ode v irtual AP and a bridge m ode w ired AP are

configured on the sam e AP .
Th is issue is no t lim ited to any specific AP m odel o r AO S-W release
v ersion .
W orkaround: Configure d ifferen t VLANs fo r the V irtual AP or W ired
AP in tunnel m ode and bridge m ode.

AP D atapath All p latfo rm s AO S-W
6 .4 .4 .6

Tab le 5 : Kn ow n Issu es in AO S-W 6.4 .4 .19
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Ve rsion

1 4 3 5 6 6 Sym ptom : A sw itch d isp lay s the Modu le au then t ica t ion is bu sy .
Please t ry la te r erro r w hen the show re fe ren ce u se r -ro le < ro le -
n am e> comm and is execu ted .
Scenar io : Th is issue occurs w hen m ore than 2 1 2 entries ex ist fo r a
g iv en ro le in user deriv ation -ru les o r serv er-group deriv ation ru les.
Th is issue is observ ed in sw itches runn ing AO S-W 6 .4 .2 .1 6 in a
m aster-lo cal dep loym ent.
W orkaround: None.

Configuration All p latfo rm s AO S-W
6 .4 .2 .1 6

1 4 5 8 0 3 Sym ptom : A sw itch does no t generate
w lsxNC onnec t ionBackfrom Loca l trap although the trap is enab led .
Scenar io : Th is issue occurs w hen a local sw itch is reloaded and the
m aster sw itch does no t generate the
w lsxNC onnec t ionBackfrom Loca l trap . Th is issue is observ ed in
sw itches runn ing AO S-W 6 .4 .4 .6 o r later v ersions.
W orkaround: None.

SNM P All p latfo rm s AO S-W
6 .4 .4 .6

1 4 6 9 2 4 Sym ptom : The W IPS w izard does no t load in a sw itch .
Scenar io : Th is issue is observ ed in sw itches runn ing AO S-W 6 .4 .3 .9 -
F IPS v ersion .
W orkaround: None.

W ebU I All p latfo rm s AO S-W
6 .4 .3 .9 -
F IPS

1 4 7 3 0 0 Sym ptom : A sw itch fails to respond and reboo ts.
Scenar io : Th is issue is observ ed in sw itches runn ing AO S-W 6 .4 .3 .6 o r
later v ersions.
W orkaround: None.

Station
M anagem ent

All p latfo rm s AO S-W
6 .4 .3 .6

1 4 7 4 8 3
1 6 1 5 0 1
1 6 2 3 6 8
1 6 2 3 6 9
1 6 3 2 4 9
1 6 7 9 7 2
1 7 1 5 8 1

Sym ptom : M ultip le rad io resets are observ ed on the g rad io
operating in AP and AM m odes.
Scenar io : Th is issue occurs w hen scann ing is enab led . Th is issue is
observ ed in APs runn ing AO S-W 6 .5 .0 .0 o r later v ersions.
W orkaround: None.

AP -W ireless All p latfo rm s AO S-W
6 .5 .0 .0

1 4 7 5 6 3 Sym ptom : An AP shuts dow n unexpected ly and its pow er LED  g low s
so lid red .
Scenar io : Th is issue is observ ed in PoE enab led O AW -AP3 2 5 access
po in ts connected to sw itches runn ing AO S-W 6 .4 .4 .8 o r later v ersions.
W orkaround: None.

B LE O AW -AP3 2 5
access
po in ts

AO S-W
6 .4 .4 .8

Tab le 5 : Kn ow n Issu es in AO S-W 6.4 .4 .19
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Bug ID Desc r ip tion C om ponen t Pla tform Rep orted
Ve rsion

1 4 8 4 1 6 Sym ptom : The Stat ion M anagem en t (STM ) process crashes due to
m em ory co rruption .
Scenar io : Th is issue occurs w hen there is an increase in the num ber
o f user ro les. Th is resu lts in the ro le bandw id th m essage no t fitting
in to one PAP I m essage. Th is issue is observ ed in O AW -4 5 5 0 sw itches
runn ing AO S-W 6 .4 .3 .4 o r later v ersions.
W orkaround: None.

AP -P latfo rm O AW -4 5 5 0
sw itches

AO S-W
6 .4 .3 .4

1 4 8 5 5 7 Sym ptom : Clien ts observ e a sudden increase in the num ber o f
DHCPv6 /M u lticast m essages from the APs.
Scenar io : Th is issue is observ ed in O AW -4 6 5 0 sw itches runn ing AO S-
W 6 .4 .4 .9 o r later v ersions.
W orkaround: None.

AP -P latfo rm O AW -4 6 5 0
sw itches

AO S-W
6 .4 .4 .9

1 4 8 9 7 7
1 5 5 3 4 3

Sym ptom : A branch o ffice sw itch random ly lo ses configuration
updates from the m aster sw itch .
Scenar io : Th is issue occurs after a new license is sent from the
m aster sw itch to the branch o ffice sw itch . Thereafter, license-
dependent configuration updates are no t sent to the branch o ffice
sw itch . Th is issue is observ ed in branch o ffice sw itches runn ing AO S-
W 6 .4 .4 .8 o r later v ersions.
W orkaround: None.

L icensing All p latfo rm s AO S-W
6 .4 .4 .8

1 4 9 5 9 4 Sym ptom : The AMON _USER _IN FO _M ESSAG E m essage does no t
contain the user-agent in fo rm ation , w hereas the SNM P user
in fo rm ation has the user-agent in fo rm ation .
Scenar io : Th is issue is observ ed in a m aster-lo cal topo logy w hen
choosing AM ON over SNM P in O V3 6 0 0 . Th is issue is observ ed in
sw itches runn ing AO S-W 6 .4 .3 .9 o r later v ersions.
W orkaround: Choose SNM P in O V3 6 0 0 .

B ase
O S Security

A ll p latfo rm s AO S-W
6 .4 .3 .9

1 5 0 6 9 3 Sym ptom : The datapath route cache entry is no t cleared w hen an L3
GRE tunnel is c lo sed .
Scenar io : Th is issue occurs after a channel change is triggered on the
APs due to radar detection . Th is issue is observ ed in sw itches runn ing
AO S-W 6 .4 .3 .9 .
W orkaround: None.

O SPF All p latfo rm s AO S-W
6 .4 .3 .9

Tab le 5 : Kn ow n Issu es in AO S-W 6.4 .4 .19
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1 5 1 9 9 5 Sym ptom : An AP crashes and reboo ts unexpected ly . The log file lists
the reason fo r the ev ent as Reboot cau sed by ke rne l pan ic : Fa ta l
ex cept ion .
Scenar io : Th is issue occurs due to h igh CPU and m em ory utilization .
Th is issue is observ ed in APs runn ing AO S-W 6 .4 .4 .8 .
W orkaround: None.

W i-F i D riv er All p latfo rm s AO S-W
6 .4 .4 .8

1 5 2 6 2 7
1 7 4 1 3 4

Sym ptom : M ultip le APs crash and reboo t unexpected ly . The log file
lists the reason fo r the ev ent as Kerne l pan ic - n ot sy n c in g:
R eboot in g th e AP becau se of FW ASSERT .
Scenar io : Th is issue occurs w hen the AP sw itches the spatia l stream
based on the clien t capab ilities w h ile transm itting o r receiv ing data.
Th is issue is observ ed in APs runn ing AO S-W 6 .4 .4 .1 6 o r later
v ersions.
W orkaround: None.

AP -W ireless All p latfo rm s AO S-W
6 .4 .4 .1 6

1 5 3 2 1 7 Sym ptom : M ultip le processes runn ing on a sw itch term inate
unexpected ly .
Scenar io : Th is issue occurs w hen an AAA serv er responds w ith m ore
than one RAD IU S-state attribu tes in the RAD IU S packets. Th is issue is
observ ed in sw itches runn ing AO S-W 6 .3 .x .x , AO S-W 6 .4 .x .x , o r AO S-
W 6 .5 .x .x v ersions.
W orkaround: None.

B ase
O S Security

A ll p latfo rm s AO S-W
6 .4 .3 .6

1 5 3 4 6 3 Sym ptom : The AP channel u tilization graph show s m ultip le breaks
and is incom plete.
Scenar io : Th is issue is observ ed in sw itches runn ing AO S-W 6 .4 .3 .1 0
o r later v ersions.
W orkaround: None.

AP -W ireless All p latfo rm s AO S-W
6 .4 .3 .1 0

1 5 3 8 2 4 Sym ptom : A sw itch fails to pass traffic w hen static IP sec routing w ith
IP -to -IP IP sec tunnel is enab led .
Scenar io : Th is issue occurs w hen the route cache entry is insta lled
w ith the w rong flag . Th is issue is observ ed in sw itches runn ing AO S-W
6 .4 .4 .1 0 o r later v ersions.
W orkaround: None.

IP sec All p latfo rm s AO S-W
6 .4 .4 .1 0

Tab le 5 : Kn ow n Issu es in AO S-W 6.4 .4 .19
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Bug ID Desc r ip tion C om ponen t Pla tform Rep orted
Ve rsion

1 5 4 0 4 5 Sym ptom : Som e APs keep send ing the erro r m essage, m in i_h t tpd
[8 0 6 ]: m a in : 1 3 4 9 : n o m ore ch ildren av a ilable to the sw itch
sy slog . Th is effects the contro l p lane operations.
Scenar io : Th is issue occurs w hen a W i-F i c lien t is d isconnected from
the AP w h ile generating m any HTTPS red irect requests. Th is issue is
observ ed in APs runn ing AO S-W 6 .4 .2 .6 o r later v ersions.
W orkaround: None.

AP -P latfo rm All p latfo rm s AO S-W
6 .4 .2 .6

1 5 4 1 8 9 Sym ptom : Som e APs are unab le to fail o v er to the Backup-LM S IP
address w hen CPsec is enab led .
Scenar io : Th is issue is observ ed in APs runn ing AO S-W 6 .4 .3 .9 o r
later v ersions.
W orkaround: None.

AP -P latfo rm All p latfo rm s AO S-W
6 .4 .3 .9

1 5 4 2 9 1 Sym ptom : Although the user com pletes cap tiv e portal au thentication
and the appropriate ro le is set in the user tab le, the w eb au th
disabled m essage is d isp lay ed w hen the user tries to log in again .
Scenar io : Th is issue occurs w hen the user logs in again , and
M AC au thentication fails . Th is issue is observ ed in  sw itches
runn ing  AO S-W 6 .3 .1 .2 3 .
W orkaround: None.

B ase
O S Security

A ll p latfo rm s AO S-W
6 .3 .1 .2 3

1 5 4 5 1 3 Sym ptom : A m aster sw itch fails to delete the stale route entries o f the
branch o ffice sw itch . W hen the entry is deleted m anually , the sw itch
d isp lay s the erro r, ERROR : C annot De le te Stat ic Rou te .
Scenar io : Th is issue occurs w hen the VLAN IP address o f the branch
o ffice sw itch is changed and an updated CSV file (static IP address
tem p late) is up loaded on the m aster sw itch . Th is triggers the branch
o ffice sw itch to reboo t, bu t fa ils to delete the stale route entries. Th is
issue is observ ed in a m aster-b ranch o ffice sw itch dep loym ent w ith
sw itches runn ing AO S-W 6 .4 .4 .8 o r later v ersions.
W orkaround: None.

BO C All p latfo rm s AO S-W
6 .4 .4 .8
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1 5 4 6 2 5
1 5 5 7 0 9
1 5 5 8 9 4
1 5 6 3 8 3
1 5 8 5 3 6
1 6 1 7 8 9

Sym ptom : The VRRP state changes although heartbeats are no t
m issed .
Scenar io : Th is issue occurs w hen a standby sw itch inadv erten tly
transitions to m aster state because the m aster sw itch delay s the
processing o f VRRP adv ertisem ents. Th is issue is observ ed in sw itches
runn ing AO S-W 6 .5 .0 .3 in a lo cal-m aster topo logy .
W orkaround: D isab le debug logs and sy slog serv er. Increase the
adv ertisem ent in terv al.

Sw itch -
P latfo rm

All p latfo rm s AO S-W
6 .5 .0 .3

1 5 5 1 9 0 Sym ptom : A sw itch does no t identify certa in m odels o f H PE DAC
cab les o f 1 m , 3 m , o r 7 m ; fo r exam ple, J9 2 8 1B , J9 2 8 5B , o r J9 5 3 6 A.
Scenar io : Th is issue is observ ed in O AW -4 x5 0 Series sw itches
runn ing AO S-W 6 .4 .3 .9 o r later v ersions.
W orkaround: None.

Sw itch -
P latfo rm

O AW -4 x5 0
Series
sw itches

AO S-W
6 .4 .3 .9

1 5 5 3 3 2 Sym ptom : A m ism atch in the num ber o f APs in Dow n status is
observ ed betw een the Mon itor in g > Netw ork Sum m ary page and
the Mon itor in g > All Acce ss Poin t s page o f the W ebU I.
Scenar io : Th is issue occurs w hen an AP loses connectiv ity after it is
changed from AP m ode to AM m ode. Th is issue is observ ed in
sw itches runn ing AO S-W 6 .4 .4 .1 1 o r later v ersions.
W orkaround: None.

W ebU I All p latfo rm s AO S-W
6 .4 .4 .1 1

1 5 6 1 2 7
1 7 6 8 1 5

Sym ptom : The STM process runn ing on a sw itch crashes
unexpected ly .
Scenar io : Th is issue occurs w hen the sw itch is runn ing low on
m em ory . Th is issue is observ ed in O AW -6 0 0 0 sw itches runn ing AO S-
W 6 .4 .4 .9 o r later v ersions.
W orkaround: None.

A irG roup O AW -6 0 0 0
sw itches

AO S-W
6 .4 .4 .9

1 5 6 9 0 8 Sym ptom : An AP crashes and reboo ts unexpected ly . The log file lists
the reason fo r the ev ent as Kerne l pan ic - n ot sy n c in g: soft lockup:
hung tasks .
Scenar io : The issue occurs because the fram es w ith sequence
num ber 0 are inserted in the inco rrect position . Th is issue is observ ed
in APs runn ing AO S-W 6 .4 .3 .7 o r later v ersions.
W orkaround: None.

AP -W ireless All p latfo rm s AO S-W
6 .4 .3 .7
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Bug ID Desc r ip tion C om ponen t Pla tform Rep orted
Ve rsion

1 5 7 3 0 1
1 7 0 6 5 2
1 7 0 6 5 3

Sym ptom : Som e APs reboo t unexpected ly . The log file lists the
reason fo r the ev ent as Reboot in g th e AP becau se of FW ASSERT .
Scenar io : Th is issue occurs w hen a backup LM S is con figured as a
new LM S. Th is issue is observ ed in APs runn ing AO S-W 6 .4 .4 .1 6 o r
later v ersions.
W orkaround: None.

AP -P latfo rm All p latfo rm s AO S-W
6 .4 .4 .1 6

1 5 7 3 6 3 Sym ptom : O AW -AP3 2 5 shuts dow n unexpected ly and its pow er
LED  g low s so lid red .
Scenar io : Th is issue is observ ed in PO E enab led  O AW -AP3 2 5 access
po in ts connected to a sw itch runn ing AO S-W 6 .4 .4 .8 o r later v ersions.
W orkaround: None.

AP -P latfo rm O AW -AP3 2 5
access
po in ts

AO S-W
6 .4 .4 .8

1 5 7 6 6 2
1 5 8 7 0 8
1 6 0 5 2 4
1 6 0 6 1 5

Sym ptom : Datapath process crashes on a sw itch that acts as a
standby sw itch .
Scenar io : Th is issue occurs due to co rrupt data packets. Th is issue is
observ ed in sw itches runn ing AO S-W 6 .5 .0 .3 o r later v ersions.
W orkaround: None.

Sw itch -
D atapath

All p latfo rm s AO S-W
6 .5 .0 .3

1 5 7 7 5 2 Sym ptom : V iber app lication traffic is no t den ied by AppRF as
expected .
Scenar io : Th is issue occurs w hen a V iber call is in itiated from one o f
the clien ts from an ex ternal netw ork . Th is issue is observ ed in
sw itches runn ing AO S-W 6 .4 .4 .1 0 o r later v ersions.
W orkaround: None.

Sw itch -
D atapath

All p latfo rm s AO S-W
6 .4 .4 .1 0

1 5 8 0 5 7 Sym ptom : The log file in a sw itch d isp lay s the Unexpec ted fata l
C on figu rat ion erro r m essages although there is no functionality
im pact.
Scenar io : Th is issue is observ ed in sw itches runn ing AO S-W 6 .4 .3 .7 o r
later v ersions.
W orkaround: None.

Configuration All p latfo rm s AO S-W
6 .4 .3 .7
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1 5 8 5 3 8 Sym ptom : A sw itch reboo ts continuously after upgrad ing from AO S-
W 6 .3 .x .x v ersion to AO S-W 6 .4 .x .x v ersion . The log file lists the
reason fo r the ev ent as Nanny rebooted m ach in e - fpapps proce ss
died .
Scenar io : Th is issue occurs due to an upgrade failu re. Th is issue is
observ ed in sw itches runn ing AO S-W 6 .4 .4 .1 2 o r later v ersions.
W orkaround: None.

Sw itch -
P latfo rm

All p latfo rm s AO S-W
6 .4 .4 .1 2

1 5 8 5 5 0 Sym ptom : A user is unab le to add RAP w h itelist w ith specia l
characters in the fu l l n am e fie ld under the C on figu rat ion > AP
In sta l la t ion > W h ite l ist W ebU I page.
Scenar io : Th is issue is observ ed in sw itches runn ing AO S-W 6 .4 .3 .7 o r
later v ersions.
W orkaround: None.

W ebU I All p latfo rm s AO S-W
6 .4 .3 .7

1 5 8 5 7 6 Sym ptom : The w ord In te rfe ren ce is m isspelled in the Dashboard
m ouse-ov er help fo r the C hanne l U t i l iza t ion graph listed under the
Radios tab le.
Scenar io : Th is issue is observ ed in sw itches runn ing AO S-W 6 .4 .4 .9 o r
later v ersions.
W orkaround: None.

W ebU I All p latfo rm s AO S-W
6 .4 .4 .9

1 5 8 8 7 1
1 5 9 8 5 1

Sym ptom : A O AW -4 7 5 0 sw itch reboo ts due to datapath crash .
Scenar io : Th is issue occurs due to a race cond ition . Th is issue is
observ ed in O AW -4 7 5 0 sw itches runn ing AO S-W 6 .5 .0 .0 o r later
v ersions.
W orkaround: None.

Sw itch -
D atapath

O AW -4 7 5 0
sw itches

AO S-W
6 .5 .0 .0

1 5 9 4 9 3
1 6 2 0 2 3

Sym ptom : M ultip le sw itches reboo t unexpected ly . The log file lists
the reason fo r the ev ent as datapath t im eou t .
Scenar io : Th is issue occurs due to co rrupt data entries in m ob ility
m u lticast group tab le. Th is issue is observ ed in sw itches runn ing AO S-
W 6 .4 .4 .1 2 o r later v ersions.
W orkaround: None.

Sw itch -
D atapath

All p latfo rm s AO S-W
6 .5 .0 .3
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Bug ID Desc r ip tion C om ponen t Pla tform Rep orted
Ve rsion

1 5 9 7 9 1 Sym ptom : An AP crashes and reboo ts unexpected ly . The log file lists
the reason fo r the ev ent as Reboot T im e and C au se : R eboot
cau sed by ke rne l pan ic : Fa ta l ex cept ion in in te rrupt .
Scenar io : Th is issue occurs w hen the IP sec tunnel is term inated w h ile
passing traffic . Th is issue is observ ed in O AW -AP2 1 5 access po in ts
runn ing AO S-W 6 .4 .3 .6 o r later v ersions.
W orkaround: None.

VPN O AW -AP2 1 5
access
po in ts

AO S-W
6 .4 .3 .6

1 5 9 8 3 3
1 6 5 2 2 9

Sym ptom : A user canno t enab le o r d isab le O SPF on a GRE tunnel
in terface.
Scenar io : Th is issue is observ ed in sw itches runn ing AO S-W 6 .4 .3 .4 o r
later v ersions.
W orkaround: None.

O SPF All p latfo rm s AO S-W
6 .4 .3 .4

1 6 1 9 2 2 Sym ptom : AirG roup clien ts are unab le to d iscov er serv ers
consisten tly .
Scenar io : Th is issue occurs as the sw itch keeps cach ing m ultip le
entries o f TX T reco rds fo r w ired AirG roup serv ers. Th is issue is
observ ed on sw itches runn ing AO S-W 6 .5 .1 .4 .
W orkaround: None.

A irG roup All p latfo rm s AO S-W
6 .5 .1 .4

1 6 2 3 5 9
1 6 6 2 2 9

Sym ptom : Instan t AP clien ts that term inate on a sw itch are unab le to
pass traffic . H ence, c lien ts are no t assigned the requ ired Instan t AP
user ro le.
Scenar io : Th is issue occurs w hen a custom AAA w ired pro file is
app lied on the port w here the Instan t AP is term inated . Th is issue is
observ ed in O AW -4 7 5 0 sw itches runn ing AO S-W 6 .4 .4 .1 1 o r later
v ersions.
W orkaround : App ly the defau lt AAA w ired pro file on the port.

Rem ote AP O AW -4 7 5 0
sw itches

AO S-W
6 .4 .4 .1 1

1 6 3 1 2 3 Sym ptom : The erro r log file in a sw itch repeated ly lists the ERRS
|ike| u sec 0 ERRS |ike| t im eou t v a lu e is v e ry sm all Se c 0
m essage.
Scenar io : Th is issue occurs w hen a VPN connection is triggered w ith
EAP -TLS. Th is issue is observ ed in sw itches runn ing AO S-W 6 .4 .4 .1 0 o r
later v ersions.
W orkaround: None.

IP sec All p latfo rm s AO S-W
6 .4 .4 .1 0
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1 6 4 4 7 6
1 7 7 0 2 5

Sym ptom : The show datapath se ssion dpi comm and output
ind icates that the non-FTP sessions are inco rrectly c lassified as FTP
sessions.
Scenar io : Th is issue occurs w hen DP I is enab led on sw itches runn ing
AO S-W 6 .4 .4 .1 4 o r later v ersions.
W orkaround: None.

Sw itch -
P latfo rm

All p latfo rm s AO S-W
6 .4 .4 .1 4

1 6 5 6 6 9 Sym ptom : A sw itch reboo ts unexpected ly . The log file lists the reason
fo r the ev ent as Reboot C au se : Datapath t im eou t
(In ten t :cau se :registe r 5 6 :8 6 :0 :2 c ).
Scenar io : Th is issue is observ ed in sw itches runn ing AO S-W 6 .4 .3 .6
v ersion .
W orkaround: None.

Sw itch -
P latfo rm

All p latfo rm s AO S-W
6 .4 .3 .6

1 6 7 1 1 1
1 7 6 9 4 6

Sym ptom : Clien ts are unab le to pass traffic a lthough they receiv e the
IP address from the co rrect V LAN .
Scenar io : Th is issue occurs w hen the netdestination configurations
are updated . Th is issue is observ ed in sw itches runn ing AO S-W 6 .4 .4 .9
o r later v ersions.
W orkaround: None.

B ase O S
Security

A ll p latfo rm s AO S-W
6 .4 .4 .9

1 6 8 3 6 3 Sym ptom : Clien ts experience packet lo ss due to h igh datapath util-
ization in the CPU .
Scenar io : Th is issue is observ ed in O AW -4 7 5 0 sw itches runn ing AO S-
W 6 .4 .3 .6 .
W orkaround: None.

Sw itch -
D atapath

O AW -4 7 5 0
sw itches

AO S-W
6 .4 .3 .6

1 6 8 5 8 7 Sym ptom : An AP show s inco rrect H igh Av ailab ility (H A) in fo rm ation
and clien ts lo se connectiv ity .
Scenar io : Th is issue occurs during HA failo v er w hen an AP does no t
receiv e a failo v er response from the standby sw itch . Th is issue is
observ ed in access po in ts runn ing AO S-W 6 .4 .4 .9 o r later v ersions.
W orkaround: Reboo t the AP .

AP -P latfo rm All p latfo rm s AO S-W
6 .4 .4 .9
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Bug ID Desc r ip tion C om ponen t Pla tform Rep orted
Ve rsion

1 6 8 6 3 4 Sym ptom : A sw itch crashes and reboo ts unexpected ly . The log file
lists the reason fo r th is ev ent as Datapath t im eou t (SO S Asse rt )
(In ten t :cau se :registe r 5 4 :8 6 :5 0 :2 ).
Scenar io : Th is issue occurs after a sw itch is upgraded . Th is issue is
observ ed in sw itches runn ing AO S-W 6 .4 .4 .1 5 .
W orkaround: None.

Sw itch -
D atapath

All p latfo rm s AO S-W
6 .4 .4 .1 5

1 6 8 7 9 5
1 7 7 0 9 2
1 7 8 6 7 0

Sym ptom : A W ebCC URL cloud lookup in a sw itch fails . The log file
lists the reason fo r the ev ent as < ERRS> |w eb_cc| w eb_cc _ca l lback :
URL lookup fa i led .
Scenar io : Th is issue occurs w hen W ebCC is enab led on sw itches
runn ing AO S-W 6 .4 .4 .1 6 o r later v ersions.
W orkaround: None.

W ebCC All p latfo rm s AO S-W
6 .4 .4 .1 6

1 6 8 9 8 4
1 7 0 0 7 2
1 7 3 6 4 7
1 7 4 3 7 5
1 7 4 9 9 8

Sym ptom : A sw itch fails to update the sy slog serv er.
Scenar io : Th is issue occurs because the sy slog file becom es huge due
to excess and inco rrect logg ing from the sw itch . Th is issue is observ ed
in sw itches runn ing AO S-W 6 .4 .4 .1 3 o r later v ersions.
W orkaround: None.

Sw itch -
P latfo rm

All p latfo rm s AO S-W
6 .4 .4 .1 3

1 6 9 6 6 4 Sym ptom : A sw itch reboo ts unexpected ly . The log file lists the reason
fo r the ev ent as Datapath t im eou t (In ten t :cau se :registe r
5 6 :8 6 :5 0 ).
Scenar io : Th is issue is observ ed in sw itches runn ing AO S-W 6 .4 .2 .1 6
o r later v ersions.
W orkaround: None.

Sw itch -
P latfo rm

All p latfo rm s AO S-W
6 .4 .2 .1 6

1 6 9 7 4 9 Sym ptom : Clien ts are unab le to connect to 5 GH z rad io on som e APs.
Scenar io : Th is issue occurs because rad io 0 does no t transm it traffic .
Th is issue is observ ed in O AW -AP3 2 5 access po in ts runn ing AO S-W
6 .4 .4 .1 3 o r later v ersions.
W orkaround: None.

AP -W ireless O AW -AP3 2 5
access
po in ts

AO S-W
6 .4 .4 .1 3
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1 7 0 8 1 3 Sym ptom : Clien ts fa il to associate w ith an 8 0 2 .1 X SSID after an AP
fails ov er to the LM S from the backup LM S.
Scenar io : Th is issue occurs w hen 8 0 2 .1 1 r configuration is enab led on
the backup LM S but no t on the LM S. Th is issue is no t lim ited to any
specific sw itch m odel o r AO S-W release v ersion .
W orkaround: Ensure that the status o f the 8 0 2 .1 1 r configuration is
the sam e, either enab led or d isab led , on bo th LM S and backup LM S.

AP -P latfo rm All p latfo rm s AO S-W
6 .4 .4 .1 6

1 7 2 0 1 9
1 7 2 4 6 4
1 7 5 3 5 5

Sym ptom : A sw itch has h igh CPU  u tilization and APs get
d isconnected .
Scenar io : Th is issue occurs w hen a sw itch is upgraded . Th is issue is
observ ed in sw itches runn ing AO S-W 6 .4 .4 .1 6 o r later v ersions.
W orkaround: None.

W eb Serv er All p latfo rm s AO S-W
6 .4 .4 .1 6

1 7 6 0 6 7 Sym ptom : The authentication o f m anagem ent user pub lic key fails if
it exceeds 1 4 characters.
Scenar io : Th is issue occurs due to a lim it o f m ax im um 96 characters
fo r creating a pub lic key . Th is issue is observ ed in sw itches runn ing
AO S-W 6 .4 .4 .1 6 .
W orkaround: None.

B ase O S
Security

A ll p latfo rm s AO S-W
6 .4 .4 .1 6

1 7 7 4 2 0 Sym ptom : The HTTP Strict Transport Security (H STS) header is
m issing in H TTP response.
Scenar io : Th is issue is observ ed in sw itches runn ing AO S-W 6 .4 .4 .1 6 .
W orkaround: None.

W eb Serv er All p latfo rm s AO S-W
6 .4 .4 .1 6

1 7 8 1 8 2
1 7 9 6 1 2

Sym ptom : A user experiences in term itten t Skype call d rops.
Scenar io : Th is issue occurs w hen an AP stops transm itting packets fo r
a few seconds to track pow er sav e status. Th is issue is observ ed in
access po in ts runn ing AO S-W 6 .5 .1 .9 .
W orkaround: None.

AP -W ireless All p latfo rm s AO S-W
6 .5 .1 .9

1 7 8 4 6 2
1 7 9 3 1 9
1 8 0 1 7 3
1 8 0 6 6 7
1 8 1 2 3 5

Sym ptom : The show m em ory debug comm and does no t include
the m em ory av a ilable co lum n.
Scenar io : Th is issue is observ ed in sw itches runn ing AO S-W 6 .4 .4 .1 6
o r later v ersions.
W orkaround: None.

Sw itch -
P latfo rm

All p latfo rm s AO S-W
6 .4 .4 .1 6
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Chap te r 6
U pgrade P rocedure

Th is chapter deta ils so ftw are upgrade procedures . A lcate l-Lucent best practices recom m end that you schedu le a
m ain tenance w indow fo r upgrad ing your sw itches .

Read all the in fo rm ation in th is chapter befo re upgrad ing your sw itch .

Top ics in th is chapter inc lude:

n Upgrade C aveats on page 3 6

n GRE Tunnel-Type Requ irem ents on page 3 7

n Im portan t Po in ts to Rem em ber and B est P ractices on page 3 7

n M em ory Requ irem ents on page 3 8

n Back ing Up C r it ica l D ata on page 3 9

n Upgrad ing in a M ultisw itch N etw ork on page 4 1

n Ins ta lling the F IPS Vers ion o f AO S-W 6 .4 .4 .1 8 on page 4 1

n Upgrad ing to AO S-W 6 .4 .4 .1 8 on page 4 1

n Downgrad ing on page 4 5

n Befo re You C all Techn ica l Support on page 4 8

Upgrade Caveats
n A P LLDP pro f ile is no t supported on OAW -A P1 2 0 Ser ies access po in ts in AO S-W 6 .4 .x .

n Starting from AO S-W 6 .3 .1 .0 , the lo ca l f ile upgrade option in the O AW -4 3 0 6 Ser ies sw itch W eb U Is  have been
d isab led .

n AO S-W 6 .4 .x does no t a llow you to create redundant f irew all ru les in a s ing le A C L . AO S-W w ill cons ider a ru le
redundant if the pr im ary keys are the sam e. The pr im ary key is m ade up o f the fo llow ing var iab les :

l source IP /a lias

l destination IP /a lias

l pro to -po rt/service
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I f you are upgrad ing from AO S-W 6 .1 o r ear lier and your conf iguration conta ins an A C L w ith redundant f irew all
ru les , upon upgrad ing , on ly the last ru le w ill rem ain .

F o r exam ple , in the below A C L , bo th A C E entr ies cou ld no t be conf igured in AO S-W 6 .4 .x . W hen the second A C E is
added , it overw r ites the f irs t.

n AO S-W 6 .4 .x supports on ly the new er M IPS sw itches (O AW -4 3 0 6 Ser ies , O AW -4 5 0 4 XM , O AW -4 6 0 4 , O AW -4 7 0 4 ,
O AW -M 3 , O AW -4 0 xx Ser ies , and O AW -4 x5 0 Ser ies ). L egacy PPC sw itches (O AW -4 3 0 2 , O AW -4 3 0 8 , O AW -4 3 2 4 ,
SC 1 /SC 2 ) are no t supported . Do no t upgrade to AO S-W 6 .4 .x if your dep loym ent conta ins a m ix o f M IPS and PPC
sw itches in a m aster -lo ca l setup .

n When upgrad ing the so ftw are in a m ultisw itch netw ork (one that uses tw o or m ore A lcate l-Lucent sw itches ), spec ia l
care m ust be taken to upgrade all the sw itches in the netw ork and to upgrade them in the proper sequence. (See
Upgrad ing in a M ultisw itch N etw ork on page 4 1 .)

GR E Tunne l-Type R equ irem ents
Th is section descr ibes the im portan t po in ts to rem em ber w hen conf igur ing an L2 GRE tunnel w ith respect to tunnel-
type:

n AO S-W 6 .4 .4 .0 continues to support L2 GRE tunnel type zero , bu t it is recom m ended to use a non-zero tunnel type.

n I f bo th L2 and L3 tunnels are conf igured betw een endpo in t devices , you m ust use a non-zero tunnel type fo r L2
GRE tunnels .

Im portant Points to R em em ber and Best P ractice s
Ensure a successfu l upgrade and optim ize your upgrade procedure by tak ing the recom m ended actions provided in
the fo llow ing lis t . You shou ld save th is lis t fo r fu ture use.



n Schedu le the upgrade dur ing a m ain tenance w indow and no tify your com m unity o f the p lanned upgrade. Th is
prevents users from being surpr ised by a br ief w ire less netw ork outage dur ing the upgrade.

n A vo id m ak ing any o ther changes to your netw ork , such as conf iguration changes , hardw are upgrades , o r changes
to the rest o f the netw ork dur ing the upgrade. Th is s im p lif ies troub leshoo ting .

n Know your netw ork and ver ify the state o f your netw ork by answ er ing the fo llow ing questions :

l How m any A Ps are ass igned to each sw itch? Ver ify th is in fo rm ation by navigating to the M on itor in g >
N ETWORK > All Ac ce ss Poin ts section o f the W ebU I, o r by executing the show ap ac tive and show ap
d atab ase C L I com m ands.

l How are those A Ps d iscover ing the sw itch (DN S, DHC P O ption , B roadcast)?

l What vers ion o f AO S-W is curren tly on the sw itch?

l A re all sw itches in a m aster -lo ca l c luster runn ing the sam e vers ion o f so ftw are?

l Which services are used on the sw itches (em p loyee w ire less , guest access , rem ote A P , w ire less vo ice)?

n Reso lve any ex is t ing issues (cons is ten t o r in term itten t) befo re you upgrade.

n I f poss ib le , use FTP to load so ftw are im ages to the sw itch . F TP is faster than TFTP and o ffers m ore res ilience over
s low link s . If you m ust use TFTP , ensure the TFTP server can send over 3 0 M B of data .

n A lw ays upgrade the non-boo t partit ion f irs t. I f p rob lem s occur dur ing the upgrade, you can resto re the f lash , and
sw itch back to the boo t partit ion . Upgrad ing the non-boo t partit ion g ives you a sm oother dow ngrade path shou ld it
be requ ired .

n Befo re you upgrade to th is vers ion o f AO S-W , assess your so ftw are license requ irem ents and load any new or
expanded licenses you m ay requ ire . F o r a deta iled descr ip tion o f these new license m odu les , refer to the “So ftw are
L icenses” chapter in the AO S-W 6.4 .x U ser Gu id e .

M em ory R equ irem ents
A ll A lcate l-Lucent sw itches sto re cr it ica l con f iguration data on an onboard com pact f lash m em ory m odu le. Ensure
that there is a lw ays free f lash space on the sw itch . Load ing m ultip le large f iles such as JPEG im ages fo r RF P lan can
consum e flash space qu ick ly. To m ain ta in the reliab ility o f your W LAN netw ork , the fo llow ing com pact m em ory best
practices are recom m ended :

n C onf irm that there is at least 6 0 M B of free m em ory ava ilab le fo r an upgrade us ing the W ebU I, o r execu te the
show m emory com m and to conf irm that there is at least 4 0 M B of free m em ory ava ilab le fo r an upgrade us ing
the C L I. D o no t proceed un less th is m uch free m em ory is ava ilab le . To recover m em ory, reboo t the sw itch . A fter
the sw itch com es up , upgrade im m ed iate ly.

n C onf irm that there is at least 7 5 M B of f lash space ava ilab le fo r an upgrade us ing the W ebU I, o r execu te the show
storage com m and to conf irm that there is at least 6 0 M B of f lash space ava ilab le fo r an upgrade us ing the C L I.
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In certa in situations, a reboo t o r a shutdow n cou ld cause the sw itch to lo se the in fo rm ation sto red in its com pact flash card . To
avo id such issues, it is recomm ended that y ou execute the ha lt comm and befo re pow er cy cling .

I f the output o f the show storage com m and ind icates that there is insu ff ic ien t f lash m em ory space, you m ust free up
som e used m em ory. A ny sw itch logs , crash data , o r f lash backups shou ld be cop ied to a location o ff the sw itch , then
deleted from the sw itch to free up f lash space. You can delete the fo llow ing f iles from the sw itch to free up som e
m em ory befo re upgrad ing :

n C rash Data : Execute the ta r c rash com m and to com press crash f iles to a f ile nam ed c rash .tar . U se the
procedures descr ibed in B ack ing Up C r it ica l D ata on page 3 9 to copy the c rash .tar f ile to an ex ternal server , and
then execute the ta r c lean c rash com m and to delete the f ile from the sw itch .

n Flash Backup s: Use the procedures descr ibed in B ack ing Up C r it ica l D ata on page 3 9 to back up the f lash d irecto ry
to a f ile nam ed fla sh .ta r .gz , and then execute the ta r c lean flash com m and to delete the f ile from the sw itch .

n Log file s: Execute the ta r logs com m and to com press log f iles to a f ile nam ed logs.ta r . U se the procedures
descr ibed in B ack ing Up C r it ica l D ata on page 3 9 to copy the logs.ta r f ile to an ex ternal server , and then execute
the ta r c lean logs com m and to delete the f ile from the sw itch .

Back ing U p Crit ica l D ata
I t is im portan t to frequently back up all c r it ica l con f iguration data and f iles on the com pact f lash f ile system to an
ex ternal server o r m ass sto rage device. A t the very least, you shou ld inc lude the fo llow ing f iles in these frequent
backups :

n C onf iguration data

n WM S database

n Loca l user database

n L icens ing database

n F loo r p lan JPEG s

n C ustom captive porta l pages

n X .5 0 9 certif icates

n Sw itch Logs

Backing up and Restoring Com pact F lash in the W ebU I
The W ebU I provides the eas iest w ay to back up and resto re the entire com pact f lash f ile system . The fo llow ing steps
descr ibe how to back up and resto re the com pact f lash f ile system using the W ebU I on the sw itch :



1 . C lick the Con figu ration tab .

2 . C lick Save C on figu ration at the top o f the page.

3 . N avigate to the M ain tenance > File > Backup Flash page.

4 . C lick C reate Backup to back up the contents o f the com pact f lash f ile system to the fla shb ackup .tar .gz f ile .

5 . C lick Cop y Backup to copy the f ile to an ex ternal server .

You can later copy the backup f ile from the ex ternal server to the com pact f lash f ile system using the f ile u tility in
the M ain tenance > File > C op y File s page.

6 . To resto re the backup f ile to the C om pact F lash f ile system , navigate to the M ain tenance > File > Restore Flash
page and c lick Restore .

Backing up and Restoring Com pact F lash in the CLI
The fo llow ing steps descr ibe the backup and resto re procedure fo r the entire com pact f lash f ile system using the
sw itch ’s com m and line:

1 . M ake sure you are in the enab le m ode in the sw itch C L I, and execute the fo llow ing com m and :
(host) # write memory

2 . Execu te the b ackup com m and to back up the contents o f the com pact f lash f ile system to the fla shb ackup .tar .gz
f ile .
(host) # backup flash

Please wait while we tar relevant files from flash...

Please wait while we compress the tar file...

Checking for free space on flash...

Copying file to flash...

File flashbackup.tar.gz created successfully on flash.

3 . Execu te the cop y com m and to transfer the backup f lash f ile to an ex ternal server o r sto rage device.
(host) copy flash: flashbackup.tar.gz ftp: <ftphost> <ftpusername> <ftpuserpassword> <remote

directory>

(host) copy flash: flashbackup.tar.gz usb: partition <partition-number>

You can later transfer the backup f lash f ile from the ex ternal server o r sto rage device to the com pact f lash f ile
system by executing the cop y com m and .
(host) # copy tftp: <tftphost> <filename> flash: flashbackup.tar.gz

(host) # copy usb: partition <partition-number> <filename> flash: flashbackup.tar.gz

4 . Execu te the re store com m and to untar and ex tract the fla shb ackup .tar .gz f ile to the com pact f lash f ile system .
(host) # restore flash
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Upgrad ing in a M ultisw itch Network
In a m ultisw itch netw ork (a netw ork w ith tw o or m ore A lcate l-Lucent sw itches ), spec ia l care m ust be taken to upgrade
all sw itches based on the sw itch type (m aster o r lo ca l). B e sure to back up all sw itches being upgraded , as descr ibed in
B ack ing Up C r it ica l D ata on page 3 9 .

Fo r proper operation , a ll sw itches in the netw ork m ust be upgraded w ith the sam e version o f AO S-W so ftw are. Fo r
redundant (VRRP ) env ironm ents, the sw itches shou ld be o f the sam e m odel.

To upgrade an ex is ting m ultisw itch system to th is vers ion o f AO S-W :

1 . Load the so ftw are im age onto all sw itches (inc lud ing redundant m aster sw itches ).

2 . If a ll the sw itches canno t be upgraded w ith the sam e so ftw are im age and reboo ted s im u ltaneous ly, use the
fo llow ing gu idelines :

a . Upgrade the so ftw are im age on all the sw itches . Reboo t the m aster sw itch . A fter the m aster sw itch com pletes
reboo ting , you can reboo t the loca l sw itches s im u ltaneous ly.

b . Ver ify that the m aster and all lo ca l sw itches are upgraded proper ly.

Insta lling the F IP S Ve rsion of AO S -W 6.4 .4 .18
Download the F IPS vers ion o f the so ftw are from https ://service .esd .a lcate l-lucent.com .

In struct ions on Insta lling F IP S Softw are
Fo llow these steps to insta ll the F IPS so ftw are that is curren tly runn ing a non-F IPS vers ion o f the so ftw are:

1 . Insta ll the F IPS vers ion o f the so ftw are on the sw itch .

2 . Execu te the wr ite e rase com m and to reset the conf iguration to the facto ry defau lt ; o therw ise , you canno t log in to
the sw itch us ing the C L I o r W ebU I.

3 . Reboo t the sw itch by executing the re load com m and .

Th is is the on ly supported m ethod o f m oving from non-F IPS so ftw are to F IPS so ftw are.

Upgrad ing to AO S -W 6.4 .4 .18
The fo llow ing sections provide the procedures fo r upgrad ing the sw itch to AO S-W 6 .4 .4 .1 9 by us ing the W ebU I o r C L I.

https://service.esd.alcatel-lucent.com/


In sta ll U s ing the W ebU I

Confirm that there is at least 6 0 M B of free m em ory and at least 7 5 M B of flash space av ailab le fo r an upgrade using the W ebU I.
Fo r details , see M em ory Requ irem ents on page 3 8 .

W hen you nav igate to the C on figu rat ion tab o f the sw itch 's W ebU I, the sw itch m ay d isp lay the Error ge t t in g in form at ion :
com m and is not supported on th is pla t form m essage. Th is erro r occurs w hen you upgrade the sw itch from the W ebU I and
nav igate to the C on figu rat ion tab as soon as the sw itch com pletes reboo ting . Th is erro r is expected and d isappears after
c learing the W eb brow ser cache.

Upgrad ing From an O ld e r Ve rsion of AO S-W
Befo re you beg in , ver ify the vers ion o f AO S-W currently runn ing on your sw itch . If you are runn ing one o f the
fo llow ing vers ions o f AO S-W , you m ust dow n load and upgrade to an in ter im vers ion o f AO S-W befo re upgrad ing to
AO S-W 6 .4 .4 .1 8 .

W hen upgrad ing from an ex isting AO S-W 6 .4 .4 .x release, it is requ ired to set AM ON packet size m anually to a desired v alue.
H ow ever, the packet size is increased to 3 2 K by defau lt fo r fresh installations o f AO S-W 6 .4 .4 .8 .

n Fo r sw itches runn ing AO S-W 5 .0 .x vers ions ear lier than AO S-W 5 .0 .3 .1 , dow n load and insta ll the latest vers ion o f
AO S-W 5 .0 .4 .x .

n Fo r sw itches runn ing AO S-W 6 .0 .0 .0 o r 6 .0 .0 .1 vers ions , dow n load and insta ll the latest vers ion o f AO S-W 6 .0 .1 .x .

F o llow step 2 to step 1 1 o f the procedure descr ibed in Upgrad ing to AO S-W 6 .4 .4 .1 8 on page 4 1 to insta ll the in ter im
vers ion o f AO S-W , and then repeat s teps 1 through 1 1 o f the procedure to dow n load and insta ll A O S-W 6 .4 .4 .1 8 .

Upgrad ing From a Recen t Ve rsion of AO S-W
The fo llow ing steps descr ibe the procedure to upgrade from one o f these recent AO S-W vers ions :

n AO S-W 3 .4 .4 .1 o r later vers ions o f AO S-W

n AO S-W 5 .0 .3 .1 o r the latest vers ion o f AO S-W 5 .0 .x

n AO S-W 6 .0 .1 .0 o r later vers ions o f AO S-W 6 .x

Insta ll the AO S-W so ftw are im age from a PC or w ork station us ing the W ebU I on the sw itch . You can also insta ll the
so ftw are im age from a TFTP or FTP server us ing the sam e WebU I page.

1 . Dow n load AO S-W 6 .4 .4 .1 8 from the custom er support s ite .

2 . Up load the new so ftw are im age(s ) to a PC or w ork station on your netw ork .

3 . Va lidate the SHA hash fo r a so ftw are im age:

a . Dow n load the Alcate l.sha2 5 6 f ile from the dow n load d irecto ry.
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b . To ver ify the im age, load the im age onto a L inux system and execute the sha2 5 6 sum < filenam e> com m and or
use a su itab le too l fo r your operating system that can generate a SH A2 5 6 hash o f a f ile .

c . V er ify that the output produced by th is com m and m atches the hash value found on the support s ite .

The AO S-W im age file is d ig ita lly s igned , and is v erified using RSA2 0 4 8 certificates preloaded on the sw itch at the facto ry .
Therefo re, ev en if y ou do no t m anually v erify the SHA hash o f a so ftw are im age, the sw itch w ill no t load a co rrupted im age.

4 . Log in to the AO S-W WebU I from the PC or w ork station .

5 . N avigate to the M ain tenance > Sw itch > Im age M anagem en t page.

a . Select the Loca l F ile option .

b . C lick Brow se to navigate to the saved im age f ile on your PC or w ork station .

6 . Select the dow n loaded im age f ile .

7 . C lick the nonboo t partit ion from the Par tition to U p grad e rad io button .

8 . C lick Yes in the Reb oot Sw itch Afte r U p grad e rad io button to autom atica lly reboo t after upgrad ing . C lick N o , if
you do no t w ant the sw itch to reboo t im m ed iate ly.

Note that the upgrade w ill no t take effect until y ou reboo t the sw itch .

9 . C lick Yes in the Save Cu rren t C on figu ration Be fore Reb oot rad io button .

1 0 .C lick U p grad e .
W hen the so ftw are im age is up loaded to the sw itch , a popup w indow d isp lays the Changes w ere w r itten to flash
su c ce ssfu lly m essage.

1 1 .C lick OK .
I f you chose to autom atica lly reboo t the sw itch in step 8 , the reboo t process starts au tom atica lly w ith in a few
seconds (un less you cancel it ).

1 2 .W hen the reboo t process is com plete , log in to the W ebU I and navigate to the M on itor in g > N ETWORK   > All
W LAN  C on tro lle r s page to ver ify the upgrade.

W hen your upgrade is com plete , perfo rm the fo llow ing steps to ver ify that the sw itch is function ing as expected .

1 . Log in to the W ebU I to ver ify a ll your sw itches are up after the reboo t.

2 . N avigate to the M on itor in g > N ETWORK  >  N e twork Summary page to determ ine if your A Ps are up and ready to
accept c lien ts . In add it ion , ver ify that the num ber o f access po in ts and c lien ts are w hat you w ou ld expect.

3 . Ver ify that the num ber o f access po in ts and c lien ts are w hat you w ou ld expect.

4 . Test a d if feren t type o f c lien t fo r each access m ethod that you use and in d if feren t lo cations w hen poss ib le .



5 . C om plete a backup o f a ll c r it ica l con f iguration data and f iles on the com pact f lash f ile system to an ex ternal server
o r m ass sto rage fac ility. See B ack ing Up C r it ica l D ata on page 3 9 fo r in fo rm ation on creating a backup . If the f lash
(P rovis ion ing/B ackup ) im age vers ion str ing show s the letters rn , fo r exam ple , 3 .3 .2 .1 1 -rn -3 .0 , no te those A P nam es
and IP addresses .

In sta ll U s ing the CLI

Confirm that there is at least 4 0 M B of free m em ory and at least 6 0 M B of flash space av ailab le fo r an upgrade using the CL I. Fo r
details , see M em ory Requ irem ents on page 3 8 .

Upgrad ing From an O ld e r Ve rsion of AO S-W
Befo re you beg in , ver ify the vers ion o f AO S-W currently runn ing on your sw itch . F o r m ore in fo rm ation , see Upgrad ing
to AO S-W 6 .4 .4 .1 8 on page 4 1 .

Fo llow steps 2 through 7 o f the procedure descr ibed in Upgrad ing to AO S-W 6 .4 .4 .1 8 on page 4 1 to insta ll the in ter im
vers ion o f AO S-W , and then repeat s teps 1 through 7 o f the procedure to dow n load and insta ll A O S-W 6 .4 .4 .1 8 .

Upgrad ing From a Recen t Ve rsion of AO S-W
The fo llow ing steps descr ibe the procedure to upgrade from one o f these recent vers ions o f :

n AO S-W 3 .4 .4 .1 o r later vers ion o f AO S-W

n AO S-W 5 .0 .3 .1 o r the latest vers ion o f AO S-W 5 .0 .x

n AO S-W 6 .0 .1 .0 o r later vers ions o f AO S-W 6 .x

To insta ll the AO S-W so ftw are im age from a PC or w ork station us ing the C L I on the sw itch :

1 . Dow n load AO S-W 6 .4 .4 .1 8 from the custom er support s ite .

2 . O pen an SSH sess ion on your m aster (and loca l) sw itches .

3 . Execu te the p ing com m and to ver ify the netw ork connection from the target sw itch to the SC P /F TP /TFTP server .
(host)# ping <ftphost>

or
(host)# ping <tftphost>

or
(host)# ping <scphost>

4 . Execu te the show im age ve rsion com m and to check if the AO S-W im ages are loaded on the sw itch 's f lash
partit ions . The partit ion num ber appears in the Par tition row ; 0 :0 is partit ion 0 , and 0 :1 is partit ion 1 . The active
boo t partit ion is m arked as De fau lt b oot .
(host) #show image version

5 . Execu te the cop y com m and to load the new im age onto the nonboo t partit ion .
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(host)# copy ftp: <ftphost> <ftpusername> <image filename> system: partition <0|1>

or
(host)# copy tftp: <tftphost> <image filename> system: partition <0|1>

or
(host)# copy scp: <scphost> <scpusername> <image filename> system: partition <0|1>

or
(host)# copy usb: partition <partition-number> <image filename> system: partition <0|1>

The U SB option is av ailab le on the O AW -4 0 1 0 , O AW -4 0 3 0 , and O AW -4 x5 0 Series sw itches.

6 . Execu te the show im age ve rsion com m and to ver ify that the new im age is loaded .
(host)# show image version

7 . Reboo t the sw itch .
(host)# reload

8 . Execu te the show version com m and to ver ify that the upgrade is com plete.
(host)# show version

When your upgrade is com plete , perfo rm the fo llow ing steps to ver ify that the sw itch is function ing as expected .

1 . Log in to the C L I to ver ify that a ll your sw itches are up after the reboo t.

2 . Execu te the show ap ac tive com m and to determ ine if your A Ps are up and ready to accept c lien ts .

3 . Execu te the show ap d atab ase com m and to ver ify that the num ber o f access po in ts and c lien ts are w hat you
expected .

4 . Test a d if feren t type o f c lien t fo r each access m ethod that you use and in d if feren t lo cations w hen poss ib le .

5 . C om plete a backup o f a ll c r it ica l con f iguration data and f iles on the com pact f lash f ile system to an ex ternal server
o r m ass sto rage fac ility. See B ack ing Up C r it ica l D ata on page 3 9 fo r in fo rm ation on creating a backup .

D owngrad ing
I f necessary, you can return to your previous vers ion o f AO S-W .

If y ou upgraded from AO S-W 3 .3 .x to AO S-W 5 .0 , the upgrade scrip t encryp ts the in ternal database. New entries created in AO S-
W 6 .4 .4 .1 8 are lo st after the dow ngrade (th is w arn ing does no t app ly to upgrades from AO S-W 3 .4 .x to AO S-W 6 .1 ).



If y ou dow ngrade to a pre-6 .1 configuration that w as no t prev iously sav ed , som e parts o f y our dep loym ent m ay no t w ork as
they prev iously d id . Fo r exam ple, w hen dow ngrad ing from AO S-W 6 .4 .4 .1 8 to 5 .0 .3 .2 , changes m ade to W IPS in AO S-W 6 .x
prev ent the new predefined ID S pro file assigned to an AP group from being recogn ized by the o lder v ersion o f AO S-W . Th is
unrecogn ized pro file can prev ent associated APs from com ing up , and can trigger a pro file erro r.
These new ID S pro files begin w ith id s- tran sit ion al w hile o lder ID S pro files do no t include tran sit ion al . If y ou hav e encountered th is
issue, execu te the show profi le -e rrors and show ap-group comm ands to v iew the ID S pro file associated w ith the AP group .

W hen rev erting the sw itch so ftw are, w henev er possib le, use the prev ious v ersion o f so ftw are know n to be used on the sy stem .
Load ing a release no t prev iously con firm ed to operate in your env ironm ent cou ld resu lt in an im proper configuration .

Be fore You Begin
Befo re you reboo t the sw itch w ith the preupgrade so ftw are vers ion , you m ust perfo rm the fo llow ing steps :

1 . B ack up your sw itch . F o r deta ils , see B ack ing Up C r it ica l D ata on page 3 9 .

2 . Ver ify that the contro l p lane secur ity is d isab led .

3 . Set the sw itch to boo t w ith the previous ly saved pre-AO S-W 6 .4 .4 .1 8 conf iguration f ile .

4 . Set the sw itch to boo t from the system partit ion that conta ins the previous ly runn ing AO S-W im age.

W hen you spec ify a boo t partit ion (o r copy an im age f ile to a system partit ion ), the so ftw are check s to ensure that
the im age is com patib le w ith the conf iguration f ile used on the nex t sw itch reload . A n erro r m essage is d isp layed if
system boo t param eters are set fo r incom patib le im age and conf iguration f iles .

5 . A fter dow ngrad ing the so ftw are on the sw itch , perfo rm the fo llow ing steps :

n Resto re pre-AO S-W 6 .4 .4 .1 8 f lash backup from the f ile s to red on the sw itch . Do no t resto re the AO S-W 6 .4 .4 .1 8
f lash backup f ile .

n You do no t need to reim port the WM S database or RF P lan data . How ever , if you have added changes to RF P lan
in AO S-W 6 .4 .4 .1 8 , the changes do no t appear in RF P lan in the dow ngraded AO S-W vers ion .

n I f you insta lled any certif icates w h ile runn ing AO S-W 6 .4 .4 .1 8 , you need to reinsta ll the certif icates in the
dow ngraded AO S-W vers ion .

D ow ngrad ing U sing the W ebU I
The fo llow ing section descr ibes how to use the W ebU I to dow ngrade the so ftw are on the sw itch

1 . If the saved preupgrade conf iguration f ile is on an ex ternal F TP /TFTP server , copy the f ile to the sw itch by navigating
to the M ain tenance > File > C op y File s page.

a . F o r Sou rce Se le c tion , se lec t F TP /TFTP server , and enter the IP address o f the FTP /TFTP server and the nam e o f
the preupgrade conf iguration f ile .

b . F o r Destination Se le c tion , en ter a f ile nam e (o ther than defau lt .c fg ) fo r F lash F ile System .
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2 . Set the sw itch to boo t w ith your preupgrade conf iguration f ile by navigating to the M ain tenance > C on tro lle r >
Boot Param ete rs page.

a . Select the saved preupgrade conf iguration f ile from the Con figu ration File drop -dow n lis t.

b . C lick App ly .
3 . D eterm ine the partit ion on w h ich your previous so ftw are im age is s to red by navigating to the M ain tenance >

C on tro lle r > Im age M anagem en t page. If there is no previous so ftw are im age sto red on your system partit ion ,
load it in to the backup system partit ion (you canno t load a new im age in to the active system partit ion ) by
perfo rm ing the fo llow ing steps :

a . En ter the FTP /TFTP server address and im age f ile nam e.

b . Select the backup system partit ion .

c . C lick U p grad e .
4 . N avigate to the M ain tenance > C on tro lle r > Boot Param ete rs page.

a . Select the system partit ion that conta ins the preupgrade im age f ile as the boo t partit ion .

b . C lick App ly .
5 . N avigate to the M ain tenance > C on tro lle r > Reb oot C on tro lle r page. C lick Con tinue . The sw itch reboo ts after

the countdow n per iod .

6 . W hen the boo t process is com plete , ver ify that the sw itch is us ing the co rrect so ftw are by navigating to the
M ain tenance > C on tro lle r > Im age M anagem en t page.

D ow ngrad ing U sing the C LI
The fo llow ing section descr ibes how to use the C L I to dow ngrade the so ftw are on the sw itch .

1 . If the saved preupgrade conf iguration f ile is on an ex ternal F TP /TFTP server , use the fo llow ing com m and to copy it
to the sw itch :
(host) # copy ftp: <ftphost> <ftpusername> <image filename> system: partition 1

or
(host) # copy tftp: <tftphost> <image filename> system: partition 1

2 . Set the sw itch to boo t w ith your preupgrade conf iguration f ile .
(host) # boot config-file <backup configuration filename>

3 . Execu te the show im age ve rsion com m and to view the partit ion on w h ich your previous so ftw are im age is s to red .
You canno t load a new im age in to the active system partit ion (the defau lt boo t).

In the fo llow ing exam ple , partit ion 1 , the backup system partit ion , conta ins the backup release AO S-W 6 .4 .4 .2 .
Partit ion 0 , the defau lt boo t partit ion , conta ins the AO S-W 6 .4 .4 .1 8 im age.
#show image version



4 . Set the backup system partit ion as the new boo t partit ion .
(host) # boot system partition 1

5 . Reboo t the sw itch .
(host) # reload

6 . W hen the boo t process is com plete , ver ify that the sw itch is us ing the co rrect so ftw are.
(host) # show image version

Be fore You Ca ll Te chn ica l Support
Befo re you p lace a ca ll to Techn ica l Support, fo llow these steps :

1 . P rovide a deta iled netw ork topo logy (inc lud ing all the devices in the netw ork betw een the user and the A lcate l-
Lucent sw itch w ith IP addresses and In terface num bers if poss ib le).

2 . P rovide the w ire less device 's m ake and m odel num ber , O S vers ion (inc lud ing any service pack s o r patches ),
w ire less N etw ork In terface C ard (N IC ) m ake and m odel num ber , w ire less N IC 's dr iver date and vers ion , and the
w ire less N IC 's con f iguration .

3 . P rovide the sw itch logs and output o f the show tech -sup p or t com m and via the W ebU I M ain tenance tab or via the
C L I (ta r logs te ch -sup p or t ).

4 . P rovide the sys log f ile o f the sw itch at the tim e o f the prob lem . A lcate l-Lucent strong ly recom m ends that you
cons ider add ing a sys log server if you do no t a lready have one to capture logs from the sw itch .

5 . L et the support person know if th is is a new or ex is t ing insta lla t ion . Th is helps the support team to determ ine the
troub leshoo ting approach , depend ing on w hether you have an outage in a netw ork that w orked in the past, a
netw ork conf iguration that has never w orked , o r a brand new insta lla t ion .

6 . L et the support person know if there are any recent changes in your netw ork (ex ternal to the A lcate l-Lucent sw itch )
o r any recent changes to your sw itch and/o r A P conf iguration . If there w as a conf iguration change, lis t the exact
con f iguration steps and com m ands used .

7 . P rovide the date and tim e (if poss ib le) o f w hen the prob lem firs t occurred . If the prob lem is reproduc ib le , lis t the
exact s teps taken to re-create the prob lem .

8 . P rovide any w ired or w ire less sn if fer traces taken dur ing the tim e o f the prob lem .

9 . P rovide the sw itch s ite access in fo rm ation , if poss ib le .
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Append ix a
Acronym s and Abb revia tions

The fo llow ing tab le lis ts the acronym s and abbreviations used in A ruba docum ents .

Ac ronym or
Ab b revia tion De fin ition

3G Th ird G eneration o f W ireless M ob ile Telecomm unications
Techno logy

4G Fourth G eneration o f W ireless M ob ile
Telecomm unications Techno logy

AAA Authentication , Authorization , and Accounting

AB R Area B order Router

AC Access Category

ACC Advanced Cellu lar Coex istence

ACE Access Contro l En try

ACI Ad jacent Channel in terference

ACL Access Contro l L ist

AD Activ e D irecto ry

ADO Activ e X D ata O b jects

AD P Aruba D iscov ery P ro toco l

AES Adv anced Encryp tion Standard

AIFSN Arb itrary In ter-fram e Space Num ber

Tab le 6 : L ist of Ac ron ym s an d Ab b rev iation s
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Ac ronym or
Ab b revia tion De fin ition

ALE Analy tics and Location Engine

ALG App lication Lay er G atew ay

AM Air M on ito r

AM ON Advanced M on ito ring

AM P AirW ave M anagem ent P latfo rm

A-M PDU Aggregate M AC P ro toco l D ata U n it

A-M SDU Aggregate M AC Serv ice D ata U n it

ANQ P Access Netw ork Q uery P ro toco l

ANSI Am erican National Standards Institu te

AP Access Po in t

AP I App lication P rogramm ing In terface

ARM Adaptiv e Rad io M anagem ent

ARP Address Reso lu tion P ro toco l

AVF AntiV irus F irew all

B CM C B roadcast-M u lticast

BG P B order G atew ay pro toco l

B LE B luetoo th Low Energy

BM C B eacon M anagem ent Conso le

Tab le 6 : L ist of Ac ron ym s an d Ab b rev iation s



Ac ronym or
Ab b revia tion De fin ition

BPDU B ridge P ro toco l D ata U n it

B RAS B roadband Rem ote Access Serv er

B RE B asic Regu lar Expression

B SS B asic Serv ice Set

B SSID B asic Serv ice Set Identifier

B YO D B ring Your O w n Dev ice

CA Certification Authority

CAC Call Adm ission Contro l

CALEA Comm unications Assistance fo r Law Enfo rcem ent Act

CAP Cam pus AP

CCA Clear Channel Assessm ent

CD P Cisco D iscov ery P ro toco l

CD R Call D etail Reco rds

CEF Comm on Event Fo rm at

CG I Comm on G atew ay In terface

CHAP Challenge Handshake Authentication P ro toco l

C ID R Classless In ter-D om ain Routing

CL I Comm and-L ine In terface

CN Comm on Nam e

Tab le 6 : L ist of Ac ron ym s an d Ab b rev iation s
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Ac ronym or
Ab b revia tion De fin ition

CoA Change o f Authorization

CoS Class o f Serv ice

CPE Custom er P rem ises Equ ipm ent

CPsec Contro l P lane Security

CPU Central P rocessing U n it

CRC Cy clic Redundancy Check

CRL Certificate Revocation L ist

CSA Channel Sw itch Announcem ent

CSM A/CA Carrier Sense M ultip le Access / Co llis ion Avo idance

CSR Certificate S ign ing Request

CSV Comm a Separated Values

CTS Clear to Send

CW Contention W indow

DAS D istribu ted Antenna Sy stem

dB Decibel

dBm Decibel M illiw att

D CB D ata Center B ridg ing

DCE D ata Comm unication Equ ipm ent

Tab le 6 : L ist of Ac ron ym s an d Ab b rev iation s



Ac ronym or
Ab b revia tion De fin ition

DCF D istribu ted Coord ination Function

DDM O D istribu ted D ynam ic M u lticast O ptim ization

D ES D ata Encryp tion Standard

D FS D ynam ic F requency Selection

D FT D iscreet Fourier Transfo rm

DHCP D ynam ic Host Configuration P ro toco l

D LNA D ig ita l L iv ing Netw ork Alliance

DM O Dynam ic M u lticast op tim ization

DN D istingu ished Nam e

DNS Dom ain Nam e Sy stem

DO CSIS D ata ov er Cab le Serv ice In terface Specification

D oS D en ial o f Serv ice

D PD Dead Peer D etection

D P I D eep Packet Inspection

DR D esignated Router

D RT Dow n loadab le Regu lato ry Tab le

D S D ifferen tiated Serv ices

D SCP D ifferen tiated Serv ices Code Po in t

D SSS D irect Sequence Spread Spectrum

Tab le 6 : L ist of Ac ron ym s an d Ab b rev iation s
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Ac ronym or
Ab b revia tion De fin ition

DST D ay ligh t Sav ing Tim e

D TE D ata Term inal Equ ipm ent

D TIM Deliv ery Traffic Ind ication M essage

D TLS D atagram Transport Lay er Security

DU D ata U n it

EAP Ex tensib le Authentication P ro toco l

EAP -FAST EAP -F lex ib le Authentication Secure Tunnel

EAP -G TC EAP -G eneric Token Card

EAP -M D5 EAP -M ethod D igest 5

EAP -M SCHAP
EAP -M SCHAPv2

EAP -M icroso ft Challenge Handshake Authentication
P ro toco l

EAPoL EAP over LAN

EAPoUDP EAP over UDP

EAP -PEAP EAP -P ro tected EAP

EAP -PW D EAP -Passw ord

EAP -TLS EAP -Transport Lay er Security

EAP -TTLS EAP -Tunneled Transport Lay er Security

ECC Ellip tica l Curv e Cryp tography

ECD SA Ellip tic Curv e D ig ita l S ignature Algo rithm

Tab le 6 : L ist of Ac ron ym s an d Ab b rev iation s



Ac ronym or
Ab b revia tion De fin ition

EIG RP Enhanced In terio r G atew ay Routing P ro toco l

EIRP Effectiv e Iso trop ic Rad iated Pow er

EM M Enterprise M ob ility M anagem ent

ESI Ex ternal Serv ices In terface

ESS Ex tended Serv ice Set

ESSID Ex tended Serv ice Set Identifier

EU LA End U ser L icense Agreem ent

FCC Federal Comm unications Comm ission

FFT Fast Fourier Transfo rm

FHSS F requency Hopp ing Spread Spectrum

F IB Forw ard ing In fo rm ation B ase

F IPS Federal In fo rm ation P rocessing Standards

FQ DN Fu lly Q ualified D om ain Nam e

FQ LN Fu lly Q ualified Location Nam e

FRER F ram e Receiv e Erro r Rate

FRR F ram e Retry Rate

FSPL F ree Space Path Loss

FTP F ile Transfer P ro toco l

G B ps G igaby tes per second

Tab le 6 : L ist of Ac ron ym s an d Ab b rev iation s
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Ac ronym or
Ab b revia tion De fin ition

Gbps G igab its per second

GH z G igahertz

G IS G eneric In terface Specification

GM T G reenw ich M ean Tim e

GPP Guest P rov is ion ing Page

G PS G lobal Position ing Sy stem

GRE G eneric Routing Encapsu lation

GU I G raph ical U ser In terface

G VRP GARP or G eneric V LAN Registration P ro toco l

H 2Q P Hotspo t 2 .0 Q uery P ro toco l

HA H igh Av ailab ility

HM D H igh M ob ility D ev ice

H SPA H igh -Speed Packet Access

H T H igh Throughput

H TTP H ypertex t Transfer P ro toco l

H TTPS H ypertex t Transfer P ro toco l Secure

IAS In ternet Authentication Serv ice

ICM P In ternet Contro l M essage P ro toco l

Tab le 6 : L ist of Ac ron ym s an d Ab b rev iation s



Ac ronym or
Ab b revia tion De fin ition

IdP Identity P rov ider

ID S In trusion D etection Sy stem

IE In fo rm ation Elem ent

IEEE Institu te o f Electrica l and Electron ics Engineers

IGM P In ternet G roup M anagem ent P ro toco l

IG P In terio r G atew ay P ro toco l

IG RP In terio r G atew ay Routing P ro toco l

IKE PSK In ternet Key Exchange Pre-shared Key

IoT In ternet o f Th ings

IP In ternet P ro toco l

IPM In telligen t Pow er M on ito ring

IPS In trusion P rev ention Sy stem

IPsec IP Security

ISAKM P In ternet Security Association and Key M anagem ent
P ro toco l

ISP In ternet Serv ice P rov ider

JSO N Jav aScrip t O b ject No tation

KB ps K iloby tes per second

Kbps K ilob its per second

L2 TP Lay er-2 Tunneling P ro toco l

Tab le 6 : L ist of Ac ron ym s an d Ab b rev iation s
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Ac ronym or
Ab b revia tion De fin ition

LACP L ink Aggregation Contro l P ro toco l

LAG L ink Aggregation G roup

LAN Local Area Netw ork

LCD L iqu id Cry stal D isp lay

LD AP L igh tw eigh t D irecto ry Access P ro toco l

LD PC Low -D ensity Parity -Check

LEA Law Enfo rcem ent Agency

LEAP L igh tw eigh t Ex tensib le Authentication P ro toco l

LED L igh t Em itting D iode

LEEF Log Ev ent Ex tended Form at

L I Law fu l In tercep tion

LLD P L ink Lay er D iscov ery P ro toco l

L LD P -M ED LLD P–M ed ia Endpo in t D iscov ery

LM S Local M anagem ent Sw itch

LNS L2 TP Netw ork Serv er

LTE Long Term Evo lu tion

M AB M AC Authentication B ypass

M AC M ed ia Access Contro l

Tab le 6 : L ist of Ac ron ym s an d Ab b rev iation s



Ac ronym or
Ab b revia tion De fin ition

M AM M obile App lication M anagem ent

M Bps M egaby tes per second

M bps M egab its per second

M CS M odu lation and Cod ing Schem e

M D5 M essage D igest 5

M DM M obile D ev ice M anagem ent

m DNS M ulticast D om ain Nam e Sy stem

M FA M ulti-facto r Authentication

M H z M egahertz

M IB M anagem ent In fo rm ation B ase

M IM O M ultip le-Input M u ltip le-O utput

M LD M ulticast L istener D iscov ery

M PDU M AC Pro toco l D ata U n it

M PLS M ultip ro toco l Label Sw itch ing

M PPE M icroso ft Po in t-to -Po in t Encryp tion

M SCHAP M icroso ft Challenge Handshake Authentication P ro toco l

M SS M ax im um Segm ent S ize

M SSID M esh Serv ice Set Identifier

M STP M ultip le Spann ing Tree P ro toco l

Tab le 6 : L ist of Ac ron ym s an d Ab b rev iation s
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Ac ronym or
Ab b revia tion De fin ition

M TU M ax im um Transm ission U n it

M U -M IM O M ulti-U ser M u ltip le-Input M u ltip le-O utput

M VRP M ultip le VLAN Registration P ro toco l

NAC Netw ork Access Contro l

NAD Netw ork Access D ev ice

NAK Negativ e Acknow ledgm ent Code

NAP Netw ork Access P ro tection

NAS Netw ork Access Serv er
Netw ork -attached Sto rage

NAT Netw ork Address Translation

NetB IO S Netw ork B asic Input/O utput Sy stem

N IC Netw ork In terface Card

Nm ap Netw ork M apper

NM I Non-M askab le In terrup t

NM S Netw ork M anagem ent Serv er

NO E New O ffice Env ironm ent

NTP Netw ork Tim e Pro toco l

O Auth O pen Authentication

O CSP O n line Certificate Status P ro toco l

Tab le 6 : L ist of Ac ron ym s an d Ab b rev iation s



Ac ronym or
Ab b revia tion De fin ition

O FA O penF low Agent

O FDM O rthogonal F requency D iv is ion M ultip lex ing

O ID O b ject Identifier

O KC O pportun istic Key Cach ing

O S O perating Sy stem

O SPF O pen Shortest Path F irst

O U I O rgan izationally U n ique Identifier

O VA O pen V irtual App liance

O VF O pen V irtualization Form at

PAC Pro tected Access Credentia l

PAP Passw ord Authentication P ro toco l

PAP I P roprietary Access P ro toco l In terface

PCI Peripheral Com ponent In terconnect

PDU Pow er D istribu tion U n it

PEAP Pro tected Ex tensib le Authentication P ro toco l

PEAP -G TC Pro tected Ex tensib le Authentication P ro toco l-G eneric
Token Card

PEF Po licy En fo rcem ent F irew all

P FS Perfect Fo rw ard Secrecy

PHB Per-hop behav io r

Tab le 6 : L ist of Ac ron ym s an d Ab b rev iation s
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Ac ronym or
Ab b revia tion De fin ition

P IM Pro toco l-Independent M u lticast

P IN Personal Identification Num ber

PKCS Pub lic Key Cryp tography Standard

PK I Pub lic Key In frastructure

PLM N Pub lic Land M ob ile Netw ork

PM K Pairw ise M aster Key

PoE Pow er ov er Ethernet

PO ST Pow er O n Self Test

PPP Po in t-to -Po in t P ro toco l

PPPoE PPP over Ethernet

PPTP PPP Tunneling P ro toco l

PRNG Pseudo -Random Num ber G enerato r

PSK Pre-Shared Key

PSU Pow er Supp ly U n it

PVST Per VLAN Spann ing Tree

Q oS Q uality o f Serv ice

RA Router Adv ertisem ent

RADAR Rad io D etection and Ranging

Tab le 6 : L ist of Ac ron ym s an d Ab b rev iation s



Ac ronym or
Ab b revia tion De fin ition

RAD IU S Rem ote Authentication D ial- In U ser Serv ice

RAM Random Access M em ory

RAP Rem ote AP

RAP ID S Rogue Access Po in t and In trusion D etection Sy stem

RARP Rev erse ARP

REG EX Regu lar Expression

REST Representational State Transfer

RF Rad io F requency

RFC Request fo r Comm ents

RF ID Rad io F requency Identification

R IP Routing In fo rm ation P ro toco l

RRD Round Rob in D atabase

RSA R iv est, Sham ir, Ad lem an

RSSI Receiv ed Signal Strength Ind icato r

RSTP Rap id Spann ing Tree P ro toco l

RTCP RTP Contro l P ro toco l

RTLS Real-T im e Location Sy stem s

RTP Real-T im e Transport P ro toco l

RTS Request to Send

Tab le 6 : L ist of Ac ron ym s an d Ab b rev iation s
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Ac ronym or
Ab b revia tion De fin ition

RTSP Real T im e Stream ing P ro toco l

RV I Routed VLAN In terface

RW

RoW
Rest o f W orld

SA Security Association

SAM L Security Assertion M arkup Language

SAN Sub ject A lternativ e Nam e

SCB Station Contro l B lo ck

SCEP Sim p le Certificate Enro llm ent P ro toco l

SCP Secure Copy P ro toco l

SCSI Sm all Com puter Sy stem In terface

SDN So ftw are D efined Netw ork ing

SD R So ftw are-D efined Rad io

SDU Serv ice D ata U n it

SD -W AN So ftw are-D efined W ide Area Netw ork

SFTP Secure F ile Transfer P ro toco l

SHA Secure H ash Algo rithm

SIM Subscriber Identity M odu le

Tab le 6 : L ist of Ac ron ym s an d Ab b rev iation s



Ac ronym or
Ab b revia tion De fin ition

SIP Session In itiation P ro toco l

S IRT Security Incident Response Team

SKU Stock Keep ing U n it

SLAAC Stateless Address Autoconfiguration

SM B Sm all and M ed ium Business

SM B Serv er M essage B lock

SM S Short M essage Serv ice

SM TP Sim p le M ail Transport P ro toco l

SN IR Signal-to -No ise-P lus-In terference Ratio

SNM P Sim p le Netw ork M anagem ent P ro toco l

SNR Signal-to -No ise Ratio

SNTP Sim p le Netw ork Tim e Pro toco l

SO AP Sim p le O b ject Access P ro toco l

SoC Sy stem on a Ch ip

SoH Statem ent o f H ealth

SSH Secure Shell

SS ID Serv ice Set Identifier

SSL Secure Sockets Lay er

SSO Sing le S ign -O n

Tab le 6 : L ist of Ac ron ym s an d Ab b rev iation s
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Ac ronym or
Ab b revia tion De fin ition

STB C Space-T im e B lock Cod ing

STM Station M anagem ent

STP Spann ing Tree P ro toco l

STRAP Secure Th in RAP

SU -M IM O Sing le-U ser M u ltip le-Input M u ltip le-O utput

SVP SpectraL ink Vo ice P rio rity

TAC Techn ical Assistance Center

TACACS Term inal Access Contro ller Access Contro l Sy stem

TCP / IP Transm ission Contro l P ro toco l/ In ternet P ro toco l

TFTP Triv ia l F ile Transfer P ro toco l

T IM Traffic Ind ication M ap

TK IP Tem poral Key In tegrity P ro toco l

TLS Transport Lay er Security

TLV Type-length -v alue

ToS Type o f Serv ice

TPC Transm it Pow er Contro l

TPM Trusted P latfo rm M odu le

TSF Tim ing Synchron ization Function

Tab le 6 : L ist of Ac ron ym s an d Ab b rev iation s



Ac ronym or
Ab b revia tion De fin ition

TSPEC Traffic Specification

TTL Tim e to L iv e

TTLS Tunneled Transport Lay er Security

TXO P Transm ission O pportun ity

U -APSD Unschedu led Autom atic Pow er Sav e D eliv ery

U CC Un ified Comm unications and Co llaboration

UD ID Un ique D ev ice Identifier

UDP U ser D atagram Pro toco l

U I U ser In terface

UM TS Un iv ersal M ob ile Telecomm unication Sy stem

UPnP Un iv ersal P lug and P lay

U RI U n ifo rm Resource Identifier

U RL U n ifo rm Resource Locato r

U SB Un iv ersal Seria l B us

U TC Coord inated U n iv ersal T im e

VA V irtual App liance

VBN V irtual B ranch Netw ork ing

VB R V irtual B eacon Report

VH T Very H igh Throughput

Tab le 6 : L ist of Ac ron ym s an d Ab b rev iation s
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Ac ronym or
Ab b revia tion De fin ition

V IA V irtual In tranet Access

V IP V irtual IP Address

VLAN V irtual Local Area Netw ork

VM V irtual M ach ine

Vo IP Vo ice ov er IP

VoW LAN Vo ice ov er W ireless Local Area Netw ork

VPN V irtual P riv ate Netw ork

VRD Validated Reference D esign

VRF V isual RF

VRRP V irtual Router Redundancy P ro toco l

VSA Vendor-Specific Attribu tes

VTP VLAN Trunk ing P ro toco l

W AN W ide Area Netw ork

W ebU I W eb brow ser U ser In terface

W EP W ired Equ iv alen t P riv acy

W FA W i-F i A lliance

W ID S W ireless In trusion D etection Sy stem

W INS W indow s In ternet Nam ing Serv ice

Tab le 6 : L ist of Ac ron ym s an d Ab b rev iation s
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W IPS W ireless In trusion P rev ention Sy stem

W ISP r W ireless In ternet Serv ice P rov ider Roam ing

W LAN W ireless Local Area Netw ork

WM E W ireless M u ltim ed ia Ex tensions

WM I W indow s M anagem ent Instrum entation

WM M W i-F i M u ltim ed ia

W M S W LAN M anagem ent Sy stem

W PA W i-F i P ro tected Access

W SD L W eb Serv ice D escrip tion Language

WWW W orld W ide W eb

W ZC W ireless Z ero Configuration

XAuth Ex tended Authentication

XM L Ex tensib le M arkup Language

XM L -RPC XM L Rem ote P rocedure Call

Z TP Z ero Touch Prov is ion ing

Tab le 6 : L ist of Ac ron ym s an d Ab b rev iation s
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